BNP PARIBAS

Baw 6aHK
B MMUpe
nepemeH

Ipunoxenne Ne 1/ Appendix No. 1

k JoroBopy «Kiuenr-Bank» / to the “Client-Bank” Agreement

NNPABUJIA SJIEKTPOHHOI'O JOKYMEHTOOBOPOTA
C UCIIOJIB30OBAHUEM CUCTEMBbI «KJIMEHT-BAHK»

/ RULES OF THE ELECTRONIC DOCUMENT FLOW
WITH THE USE OF THE “CLIENT-BANK” SYSTEM

1. TEPMHUHBI

B HaCTOAIINX HpaBI/max HUKCIPUBCACHHBIC TCPMUHBI
HUMCIOT CJICAYIOMINEC 3HAYCHUA:

ABTopu3anus — 3aBepenue D1 ¢ ucnonabszoBanuem Ol1.

BeTpoenHblii 6J1aHK — CTpyKTypupoBaHHas (opma D],
nocrynHas B Cucreme Kinenr-bank nist dopMupoBanust u
nepenaun D/ KimenTa.

Horosop — noroBop «Knuent-bank» mexnay Knuentom u
Bankom, mpuinokeHHEM K KOTOPOMY SBISIOTCS HACTOSIINE
IIpaBuia.

JoroBop o0 OaHKOBCKHX Yycayrax —  J0roBop(bl)
0aHKOBCKOI'O CYETa U MHBIE JOTOBOPHI, 3aKJIFOUCHHBIC MEXIY
bankom u Knuenrom, npeaycMaTpuBarolie UCIOIb30BAHUE
Cuctemsl Knuent-bank npu oxaszanuu bankom Kiumenty

COOTBETCTBYIOLIUX YCIYT.

JIoKyMeHTBI — BKIIIOYAET JF00bIE I0r0OBOPBIL, TUChMa, 3asBKH,
(dhopmpbl, TpeObOBaHUs, CTIPaBKH, COOOMIEHUS M HH()OPMAIIHUIO
Y UHbBIE JOKYMEHTBI.

3aKkoHOAATEJALCTBO — 3aKOHOJATEILCTBO POCCHICKOI

@enepaunn, BKJIIOYas BCC IPUMCHUMBIC ITOA3AKOHHBIC aKThI.

Knwu  Ioab3oBaTens - SJIEKTPOHHBIA  KJIIOY,
npenoctapisomuid - goctyn Iloms3oBatenmo k  Cucreme
KimmenT-bank u He moanepkuBaromumii mpaso O11.

Kuarwuu — Kirou [Tonws3oBarens, Kirou OI1, Hocurens.
Kurou III — yHUKaNbHAS MOCIEA0BATEIHLHOCTE CUMBOJIOB,
npenHazHadeHHas 1 co3manus 11,

KoMmnpomeramus Kjiaw4a — yTpara TOBEpUsS K TOMY, UTO

UCTIOIb3yEMbIE obecrieunBaioT
nHpopManuu. K coObiTrsM, cBs3aHHBIM ¢ KoMnpomeTaruei

Karoun 0€e301acHOCTh

1. TERMS

In these Rules, the following terms shall have the
following meanings:

Authorization means certification of ED with ES.

Embedded form means a structured form of ED,
available in the Client-Bank System to draft and transfer
ED of the Client.

Agreement means the “Client-Bank™ Agreement between
the Client and the Bank with the Rules being an appendix
thereto.

Agreement on bank services means agreement(s) of the
bank account and other agreements, entered into between
the Bank and the Client, providing the usage of the Client-
Bank System in line of rendering of respective services to
the Client by the Bank.

Documents include any agreements, letters, applications,
forms, requests, statements, messages and information
and other documents.

Law means the legislation of the Russian Federation,
including all applicable subordinated acts.

User Key — an electronic Key providing access to User to
the Client-Bank System, while not supporting the right of
ES.

Keys mean the User Key, ES Key, Electronic storage
device.

ES Key is a unique sequences of symbols for creation of
the ES.

Key compromise means loss of confidence that the Keys
ensure the information security. Events, connected with
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KITIOYeH OTHOCSTCSA, BKIIOYas, HO HE OrpaHUIHBAsiCh,

Cle/TyoLIHe:
(a) yrpara Kiroueii;
(b) yrpara Kiroueii ¢ mocienyronmM ux oOHapyKEeHHEM;

(c) yBoibHEHHE pPAa0OTHUKOB, MMEBIIMX JOCTYIl K
KJIFOYeBOI MH(POPMALNH, WM CMEHa JIUIL, 00J1aIafoIiX
npasoM noanucu D/1;

(d) mapymieHue npaBWII XpaHEHHsI M YHHUYTOXEHHMS (IOCIIe
OKOHYaHUs cpoka aeifcteus) Kiroua;

() BO3BHUKHOBEHHWE IMONO3PEHUH Ha yTEUKy WHGOpMAIUU
nin ee uckaxxenne B Cucreme Kimmenr-bank;

(f) cnydam, xorzma HENIb3sT TOCTOBEPHO YCTAHOBHUTH, UTO
npouzonuio ¢ Kimtouamu (B TOM 4YHcIe Ciiydad, KOraa
Kirou CTpOSI W JI0Ka3aTeJIbHO HE
OTPOBEPTHYTa BO3MOXXHOCTh TOTO, YTO JAHHBIN (hakT
MPOU30IICl B pe3yjbTaTe HECAHKIMOHUPOBAHHBIX
JIEACTBUHN TPEThUX JIUII).

BBIIICI U3

Jlornn — xomOuHanust Oyks w/uian unudp, 3aganHas bankom
MHIUBUIYAJIBHO s Kaxnoro Ilonb3oBarens, KOTOpyIO
HeoOxonumo BBecTH Ilosp3oBarento s Bxona B CucreMy
Kiunenr-bank.

HocuTenb — MEPCOHATBHOE CPEICTBO HIACHTH(MUKAIMH,
Heobxomumoe aist Bxona ITonp3oBartenst B Cucremy Kinenr-
bank m ABTopu3anuu, sBISIONIEECs COOCTBEHHOCThIO baHka
U npenocrapisiemoe KimeHTy BO BpeMEHHOE MOJIb30BAHUE
st nocryna k Cucreme Knuenrt-bank nocne 01.06.2024 r.

Onepatop — [lonp3oBaTenb HaJEICHHBIN PABOM AOCTYIIA K
Cucreme Kinent-bank, coznanusi, ”3BMEHEHUS WIH yIaTeHUS

DL

OTKpBITHIH K104 3j1ekTpoHHOro Kiroua Iloab3oBarens
- KpunrorpadU4ecKHdl K04,  KOTOPBIA
OJTHO3HAYHBIM COOTBETCTBHEM CBS3aH C COOTBETCTBYIOIIUM
CekpeTHBIM KIIF0UOM 3JieKkTpoHHoro Kittoua [Toms3oBartess.

B3aMMHO-

OtkpoiThiii ka4 Il - xpunrorpadpudecKuii  KITod,
KOTOPBIl B3aMHO-OJIHO3HAYHBIM COOTBETCTBHEM CBS3aH C
cooTBeTcTBYIOIUM CekpeTHhIM KinouoM 11

MMapoar — xomOuHauust OykB w/wim 1udp, 3anaHHAs
[Tonb3oBarenem, kak oH onpexeneH B IIpaBunmax, u
ucronb3yemas aiusi Bxoxa B Cucremy Knment-bank, mpu
3TOM MepBOHAYAIbHBIN

npegocrasisieTcs: bankom.

1mapoJjib co3aacTCsa )51

IMoagmucant — Iloms3oBarens co cropoHsl Kiumenra,
ynoJHoOMO4YeHHbIH Ha moanucanue DJ] B Cucreme KimeHt-

the Key compromise, include the following, but not
limited to:

(a) loss of the Keys;
(b) loss of the Keys with their following detection;

(c) dismissal of employees, having access to the key
information or changing persons with the right to
sign the ED;

(d) violation of the storage and destruction rules (after
expiry date) of the Key;

(e) suspicion of information leakage or its corruption
in the Client-Bank System,;

(f) cases when it is impossible to properly detect what
happened with the Keys (including cases when the
Key broke down and it is impossible to
convincingly argue that this fact occurred due to
unauthorized actions of third parties).

Login is a combination of letters and/or numbers, set by
the Bank individually for each User, which should be
entered by the User to get access to the Client-Bank
System.

Electronic storage device is a personal identification
equipment required for the User, for authentication and
Authorization in the Client-Bank System, owned by the
Bank and provided to the Client for temporary use to
access the Client-Bank System after 01 June 2024.

Operator means a User with the right to access the Client-
Bank System, create, change and delete the ED.

Open Key of electronic User Key - a cryptographic key,
which is connected with the relevant Secret key of
electronic User Key through special mathematics.

Open Key of ES Key - a cryptographic key, which is
connected with the relevant Secret key of ES Key through
special mathematics.

Password is a combination of letters and/or numbers,
provided by the User, as specified in the Rules, and used
to enter the Client-Bank System. The initial password is
generated and provided by the Bank.

Signer is a User from the Client's side, authorized to sign
ED in the Client-Bank System with the ES under the
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bank ¢ momompro DOIl Ha (hopMbI
«YTIOJIHOMOYCHHBIC JIMIA» W/WUIKW WHON JOBEPEHHOCTH OT

nmenn Knuenra.

OCHOBaHNH

IMoab30BaTeb — KOKIBIA W3 JUI, yKa3aHHBIX B Crmcke
ITone3oBareneit, Bxmouas Omnepatopa u Iloanucanra,
YIOMHOMOYEHHBI Ha ucnonb3oBaHue Cucrems! Kiument-
bank.

IINH - croeuuansHO 3amaHHass KOMOWHAUUs wUGP st
noJiyueHus goctyna k Hocurento.

IpaBuia —  HacTOsmIEE  MpPaBWIa  AIEKTPOHHOTO
JIOKyMEHT0000poTa ¢ ucmnojib3oBanueM Cuctemsl KimeHT-
bank, B pemakinuu omyOnuKoBaHHOW Ha caiite bamnka,
SBIISIOIINECS HEOTHEMIIEMBIM IPIIIOKEHHEM K JloroBopy.

IMporokoa Kiawua — 3ampoc Ha BBIMYCK cepTHUPHUKATA
OoTKpbITOrO KiItoua D1 yuacTHHKA CUCTEMbI JUCTAHLIUOHHOT'O
6ankoBckoro obciyxuBanus («IbO») B cooTBeTcTBUH C
Ipunoxennem Ne 3 k JloroBopy, conepsraiuii ”HGOpMALUIO
00 OTKPBITOM KJIOYE DJJIEKTPOHHOTO  KIJIFOYa B
IeCTHAUATEPUYHOM BUJE ISl MNPOBEPKH MOIJIMHHOCTU
Kimroua, m manmspie o Biajgenslie Kimroua, moanmcaHHBIN
ITonb3oBarenem.

PaGoyee MecTo — 000pyIOBaHHE, YIOBJIECTBOPSIOIICE
MPOrPaMMHO-TEXHUYECKHM TpeOoBaHUSIM K
¢dynkmonnpoBanuio Cucrembl Knment-bank Ha cTopone

Knuenra, nepeuncinenssiM B ctatse 12 IIpasu.

PaGounii neHb — J11000¥ I€Hb, B KOTOPBIHA OaHKU OTKPBITHI
JUIL  TIpOBEICHUs omnepauuii  (KpoMe  yCTaHOBJIEHHBIX
BBIXO/IHBIX JHEH W HepabO4YMX TMpa3IHUYHBIX MJHEH) B
Poccuiickoit Denpepanuu, B pamMkKax pabdodero BpeMEHH U
rpaduka paboTsl banka u yciaoswuii JJoroBopoB 0 6aHKOBCKHX
ycayrax, HHpOpMAamus O KOTOPBIX HPENOCTAaBISIETCS B
Cucreme Knuent-bask.

Pacnopsikenue — Pacmopspkenne mno Cuery Kimenra,
odopMmIieHHOE ¢ Hcrosib3oBanueM CrucreMbl KitmeHT-bank.

Cucrema Kiauenr-baHk — aBTOMaTu3MpOBaHHAsE CUCTEMa
«Knuenr-banky, MO3BOJISIONIAs OCYLIECTBIATD
JJIEKTPOHHBIA  JOKYMEHTOOOOPOT Mexay bankom u
KnueHTOM M IUCTAaHIIMOHHOE OaHKOBCKOE OOCITY)KHBaHUC
(MHTCpHET-0aHKUHT).

Cmucoxk Iloan3oBateneii (CII) -
VIIOJTHOMOYEHHBIX Ha wHcmonb3oBanne Cucremsl Kiment-
bank,

IIpunoxennem Ne 2 k JloroBopy W HaIlpaBJICHHBIN B BHIE

CIIMCOK  JIMII,

coctaBiaeHHBIH KiaMeHTOM B COOTBETCTBHH C

“Authorized persons” form and/or another power of
attorney issued on behalf of the Client.

User means any person, specified in the List of Users,
including the Operator and Signer, authorized to operate
the Client-Bank System.

PIN means a specially generated combination of numbers
to get access to the Electronic storage device.

Rules mean this rules of electronic document flow with
the use of the Client-Bank System in the version,
published on the web-site of the Bank and being an
integral part of the Agreement.

Key Protocol means a request for issuance of an open ES
key certificate of a participant in a remote banking system
(“RBS”) in accordance with Annex No. 3 to the
Agreement, containing the information about an open key
of electronic Key in a hexadecimal format, intended for
the Key verification, as well as - Key owner details, signed
by the User.

Workstation means the equipment complying with the
software and hardware requirements of the Client-Bank
System on the Client's side, listed in article 12 of the
Rules.

Business day means any day on which banks are open for
transactions (except for the established weekends and
non-working public holidays) in the Russian Federation,
within the working hours and schedule of the Bank and
Agreements on bank services, information of which is
available in the Client-Bank System.

Instruction means an Instruction to the Client's Account,
created in the Client-Bank System.

Client-Bank System means an automatic “Client-Bank”
System enabling the electronic document flow between
the Bank and the Client and remote banking services
(online banking).

List of Users - a list of persons, authorized to use the
Client-Bank System, drafted by the Client in accordance
with Appendix No.2 to this Agreement and provided to
the Bank as the ED signed by ES or in a hard copy signed
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O/, nognucannoro OIl, wWim MOKyMeHTa Ha OyMa)KHOM
HOCHTEJNe, TOANMCAHHOTO YTIONMHOMOYEHHBIM JIMIIOM |
3aBepeHHoro nevyatsio Knuenra.

Cexpernblii k104 — CekpeTHbI K04 IHdpoBaHUS,
CekpeTHBI K04 3JEKTpOHHOM mnoxamucu U CeKpeTHbIil
kitou [Tonp3oBarens.

CekpeTHbIii K109 MUQPOBAHUA — KpUNTOrpadUUECKUN
K04, KOTOpbll xpanutca IlompzoBarenem u CropoHamu
HoroBopa B TaliHe M HUCHOJB3yeTCs ISl IIU(PPOBAHHS
JAHHBIX.

YnojiHOMOYeHHOe JHMLIO — IO, YIOJTHOMOYEHHOE
neicTBoBaTh 0T UMEeHH KimeHTa (B TOM YHCIie B OTHOIICHUT
O/1 Knnnenra) Ha OCHOBaHHMH 3aKOHA, YCTaBHBIX JOKYMEHTOB,

JOBECPCHHOCTH WUJIN WMHBIX IMMOATBCPKIAAOINNX JOKYMCHTOB,

DJIeKTpPOHHbIIi JOKYMEHT (€)1)) -
MPEJICTABJICHHBIA B JIEKTPOHHOU (opme B Buie (haiiina wiu
3anucy 0a3bl JaHHBIX, TOATOTOBICHHBIHN, XPaHSIUACS U/ IITH
nepenaHHblii ¢ nomonibto Cuctemsl Knuent-bank.

JOKYMEHT,

duekTponHas nognuck (1) — pexksuzut I/, noaydeHHBIH
B pe3yibTare KPUNTOTPaQUUECKOTO  IMpeoOpa3oBaHHs
nHpOpManK ¢ ucroyib3oBanueM Kimoda D11, mo3Bossromii
OTIPEJICNIUTL JINI0, Toanucasiiee I, oOHaApYX HUTh (akT
BHECCHHS M3MEHEeHMH B D/] mocjie MOMEHTa ero IoAMuCaHus,
a TaKk)Ke yCTaHOBUTHh OTCYTCTBHE MCKaKEHUS MH(GOPMAIINU B
O/1. DnexkTpoHHas MOANKCH B CMBICIIE HacTosiero JloroBopa
SIBIISICTCS YCHJICHHOUM HEKBaJIU(UIIMPOBAHHOW 3JIEKTPOHHOMN
TOJIIIMCEI0 B COOTBETCTBHUU C 3aKOHOAATCILCTBOM, €CIH B
JoroBope He yKka3aHO HHOE.

WHble TepMUHBI, UCHOJb3yeMble M HE OINpeAesieHHbIE B
Hactosmux [IpaBmimax, WMEIOT 3HAaYeHHE, JAHHOE MM B
JIEHCTBYIOIIEM JIOTOBOpe OAHKOBCKOTO cueTa Mexay bankom
u Knenrowm (ecnu nmeercs).

2. OBIIME MMOJIOKEHUS

2.1.  Jlns opraHW3aIy 3JIEKTPOHHOTO JTOKyMEHTO000pOTa
bank  mpenocraBimsier  Knmenty — mporpammHoe
obecrieueHne,  KOTOPOE  yCTaHABIMBAeTCs  Ha
HepcoHaJIbHOM KoMmmbloTepe KimeHTa, oTBevaromiem
TpeboBaHusM K Pabouemy MecTy, M3JIOKEHHBIM B
ctatee 12 Hactosmux [IpaBui.

2.2.  O6bwmen D] ocymiecTBisieTcs exeaHeBHO 24 daca B
cytku. O6paborka D] bankoM ocymiecTBiseTcs B
Paboumne qun.

by the Authorized person and bearing the stamp of the
Client.

Secret Key means User Secret Key, Secret ES and Secret
Encryption Key

Secret Encryption Key - a cryptographic key that is kept
in secret by a User and the Parties to the Agreement and
used for encryption.

Authorized person is a person, authorized to act on
behalf of the Client (including with respect to the ED of
the Client) in accordance with the law, charter documents,
power of attorney or other documentary supports.

Electronic document (ED) means a document issued in
the e-form as a file or a record of the database, prepared,
stored and/or transferred via the Client-Bank System.

Electronic signature (ES) is an ED element, obtained as
a result of cryptographic transformation of the
information with the ES Key enabling to detect the person
that signed the ED and track changes of the ED after its
signature, as well as to prove absence of data corruption
in the ED. The electronic signature as referred to in the
Agreement is the enforced encrypted uncertified
electronic signature in accordance with the Law, unless

otherwise specified in the Agreement.

All terms used and not defined in this Rules have the
meaning given to them in the effective bank account
agreement between the Bank and the Client (if any).

2. GENERAL PROVISIONS

2.1.  For establishing electronic document flow, the
Bank provides the Client with the software to be
installed on the personal computer of the Client
that meets the requirements to the Workstation
specified in article 12 of these Rules.

2.2.  Exchange of EDs is performed 24 hours a day. The
Bank processes ED within Business days.
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2.3.

24.

2.5.

2.6.
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3amura JaHHBIX IIpu nepeaadc, a TakxKe 3amura nux

HNOJJIMHHOCTH M LIEJIOCTHOCTH, OCYILIECTBIISICTCS
CpeACTBaMuU KpurTorpaduueckoi 3aIIHUTHI
napopmanmn  (CK3U). 3axmouenme Kimentom

I[OFOBOpa O3Ha4acT €ro coriaacu€ ¢ TEM, UYTO

HCIIOJIB30BAHUC YKa3aHHbIX BBIIIC CpCaACTB
KpI/Il'ITOI"pa(i)I/II/I SABIIACTCA J0CTaTOYHbIM JIIsL
obecreyeHus 3alllUTel  OE€peAaBacMbIX  JaHHBIX,

MOJIMHHOCTU M uenoctHocTy DJ[. Brlmeykazanuoe
cornacue Knuenra cumraercs mosrydeHHbIM baHkoMm
Takke TIpU OTCYTCTBHHM u3BemeHUs KimeHta o
HaMEPEeHUU pacTOprHyTh JloroBop B TeueHue 3 (Tpex)
Pabounx naHet c garel yBenmomieHuwss KiueHta o
BHeceHnHu naMeHeHuii B CK31.

Wudpopmarmss o ITlonp3oBarensx W HX poONsX B
Cucreme Knuenr-bank ycranasiauBatorcsi bankom B
cootBercTBUM co Crmckom Ilonb3zoBareneit (CII).
ITonb3oBaTenu MOrYT HUMETh CIEAYIOLUIUE POJIU:
Omneparop, ITommucant. JlomMycTMMO COBMEIICHUE
yKa3aHHbIX poneir. HoMep MoOumpHOTO TenedoHa u
azpec DJJIEKTpOHHOW mo4uThl, ykazaHuele B CII,
JIOJDKHBI VHUKQJIBHBIMH ~ TUIT  KaXXIOTO
ITonb3oBatens.

OBITH

JIuna, ykazanuble B cOOTBETCTBYIOIUX pazaenax CII
B Ka4yecTBe [ToxnucanTos, HaJICTISIOTCS
cooTBeTcTBYIOIMM npaBoM noanucu /[ Knuenra. K
CIl npunararorcs AOKYMEHTHI, IMOATBEPKAAIOLINE
TTOJTHOMOYHS 3TUX JIALL Ha MOANKUCaHUE
COOTBETCTBYIOIKUX DJI, ecau Takue MOKyMEHTHI HE
ObLTH MpecTaBieHbl B baHk paHee.

B cnyuae uctedenust cpoka AEHCTBUS TOJHOMOYHI
IToamucanra w/(Wnn) cpoka JEHCTBUS JTOKYMEHTA,
yaoctoBepsoniero nuaHocTs [lons3oBarens, Kinuent
npeJcTaBisieT B bBaHK JOKYMEHTBI, TIOATBEPIKIAFOIIUC
npoanenue — noimHomoumit  [loamucanra — (eciu
NPUMEHNMO),  W/(MaM)  HamIexammM  oOpa3om
3aBEPCHHBIC KOTHU JIOKYMEHTOB, YIOCTOBEPSIOIINX
nmmyHOCTh [lonb30oBaTens.

Ecnu na gaTty ncreuenus cpoka JeHCTBHUS:

(a) mosHOMOYMIA [ToamucanTa OTCYTCTBYIOT
HEOOXOAMMbIE JIOKYMEHTBI, MMOJATBEPIKAAIOIINC
MPOJIEHHE €T0 TOJIHOMOYHI H/HIH

2.3.

2.4.

2.5.

2.6.

Data protection during transferring, as well as its
authenticity and consistency is performed via
cryptographic information protection facility
(CIPF). Entering into the Agreement by the Client
means that it agrees that the use of the
abovementioned means of cryptography is
sufficient to protect the data transferring, the ED
authenticity and consistency. The abovementioned
consent of the Client is also deemed obtained by
the Bank in the absence of the Client notice on its
intention to terminate the Agreement within 3
(three) Business days from the date of notification
of the Client on amendments of CIPF.

The information about the Users and their roles in
the Client-Bank System is set by the Bank in
accordance with the List of Users. The Users may
have the following roles: Operator, Signer.
Combination of these roles is allowed. Mobile
telephone number and email address specified in
the List of Users shall be unique for each User.

The persons, specified in the respective sections of
the List of Users as Signers are entitled to sign the
respective Client's ED. The documents confirming
the authority of these persons to sign the respective
ED, shall be enclosed to the List of Users, unless
these documents were not provided to the Bank
before.

Upon expiry of the Signer’ authorities and/(or)
expiry of the term of the User’s personal
identification document, the Client shall submit to
the Bank the documents confirming prolongation
of the Signer’s authorities (if applicable) and/(or)
duly certified copies of the User’s personal
identification documents.

If on the expiry date of:

(a) the Signer’s authorities the
documents confirming
prolongation are absent, and/or

required
authorities

(b) nmokymMeHTa,  yAOCTOBEPSIOIIETO  JIMYHOCTH (b) the term of the User’s personal identification
[Momp3oBatens, OTCYTCTBYET  HAIJICKAIINM document the duly certified copy of the
o0pa3oM 3aBepeHHas KOMUS OOHOBJIEHHOTO updated personal identification document is
JIOKyMEHTa, absent,

5
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npaBo OII Tlommucanta wW/wnm YydeTHas 3aIvcCh
ITonp3oBarenss BpeMeHHO Osiokupyercs B Cucteme
Kiment-bank 110 TpemocTaBieHHs HEOOXOIUMBIX
MOATBEPIKIAIOMNX JTOKYMEHTOB WM IO IIOJYYEHUS
obnoBiienHoro CII, u3 KOTOPOro HMCKIIOYEHO TaKoe
nuno. B ciydae npenocrasienus oonosinenHnoro CIT
[onk30Bateny, He YKa3aHHBIC B TAKOM OOHOBJIICHHOM
CIl, ynanstorcst u3 Cucremsl Knuent-bank.

Ipu wanuuun y banka nHpOopMalmu 00 W3MECHCHUU
nacnopTHbiX jaHHbIX [lonb3oBarens baHk B Teuenne
1 (ogHoro) PabGodero mHsS ¢ MOMEHTa €€ IMOJydeHUs
HarnpasJiser KirenTy ykazannyoo uHGOpMaLuio.

Kimment B Teuenue 3 (Tpex) Pabouunx mHeit ¢ MomeHTa
mosydeHnuss wmHpopmammu OT baHka  00s3aH
MPEJCTABUTH:

® [OATBCPIKACHUEC TOI'O, YTO NACTIOPTHLIC JaHHBIC
Ilonp3oBarens e HU3MCHUIINCH, UJIN

® HaajacKalluMm 06pa30M 3aBCPCHHYIO KOIIUIO
OOHOBJICHHOT'O JAOKYMCHTA, yAOCTOBEPAIOLICTO
JIMYHOCTD.

ﬂO IOJIYYCHHUA BBIMICHA3BAHHOI'O ITOATBEPKICHUA
WA TOKYMEHTa, COOTBCTCTBCHHO, Bbank BIIpaBE:

—  3a0JOKHMPOBATH yUETHYIO 3amuch [lomp3oBaTens
WA

— ycraHoBuTh A1 [lonb3oBaTesnsi orpaHUYeHHBIN
pexum nocryna B Cuctemy Knuent-bank.

B Teuenne 1 (oguoro) Pabouero nHst c MOMeHTa:
e [OJIy4YeHHs NOATBEPKICHUS UIH

® [IPpUHATHA bankoMm HaJICKallluM 06pa3OM
3aB€p€HH017[ KOIHH OOHOBJIEHHOTO JAOKYMCHTA,
YAOCTOBEPAIOMIETO JIMYHOCTh

Bbank mpousBogut

—  pa30JIOKMPOBKY y4eTHOH 3amucu [Tomp3oBarens
B Cuctreme Knnent-bank i

- BOCCTAHOBJICHUC pexKuMa aocTyna,

COOTBCTCTBCHHO.

st ueneit nHacrosimx [lpaBun  «HauiekammuM
00pa3oM 3aBEpCHHOU KOMHEH» TOKYMCHTA SBISCTCS
ero:

(a) HOTapuaJbHO 3aBEPEHHAS KOIHS;

(b) xomwus, 3aBEpECHHAS YIOJHOMOYEHHBIM
coTpynHukom banka.

the ES right of Signer and/or User account shall be
temporarily blocked in the Client-Bank System
until the required documents are provided or the
updated List of Users is received where the
respective person is excluded. If the updated List
of Users is provided, the Users who are not listed
in the updated List of Users shall be deleted from
the Client-Bank System.

If the Bank possesses information on change of
User's passport data, the Bank sends this
information to the Client within 1 (one) Business
day from the date of its receipt.

The Client within 3 (three) Business days from the
date of receipt of the information from the Bank
shall provide:

e a confirmation that the User's passport data
are not changed, or

e a duly certified copy of the updated
personal identification document.

Prior to receiving the above-mentioned
confirmation or document, respectively, the Bank
is entitled to:

—  block the User account or

— set a limited access mode to the Client-Bank
System for the User.

Within 1 (one) Business day from the moment of:
e receipt of confirmation or

e acceptance of a duly certified copy of the
updated personal identification document
by the Bank

the Bank

— unblocks the User account in the Client-Bank
System or

—  restores access mode, respectively.

For the purposes of these Rules, a "duly certified
copy” of a document is:

(a) anotarized copy;

(b) a copy certified by an authorized employee
of the Bank.
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2.7.

2.8.

2.9.

3.1.

3.2

IIPABHIIA DJIEKTPOHHOI'O IOKYMEHTOOBOPOTA C HCIIOJIb30BAHHEM CHCTEMBI “K/IHEHT-BAHK”

Ecnu unoe cnienmanbsHO He ycTtaHoBJeHO [IpaBumamuy,
3assBKH KimenTta MoryT OBITh TIpecTaBiIeHs B baHk B
JJIEKTPOHHOM BHAE € HcHonb3oBaHHEeM CHCTEMBI
Kimment-bank (moamucannsie [lommucanToM), wim Ha
OyMa)kHOM HOCHTEIIC (moamucaHHbIC
YnonHoMo4YeHHBIM JTUIIOM). Eciin nHOE He yKa3aHo B
Hacrosmux [IpaBunax, 3asBkH 00paOaTHIBAIOTCS
bankoM He mozgnee crnepyromero Pabowero nms c
JIAThI UX MOJTydyeHust baHkoM.

bank  ocymectBiser  xpaHeHwme — Bcex O/,
MOJTyYCHHBIX/HaNIpaBlieHHbIX KimeHTy, B TedeHue
IITH JIET ¢ MOMEHTAa WX IIOJyYeHHs/OTHpaBICHUS,
ecliM MHOe He Tpedyercss 3aKOHOAATEIHLCTBOM WU
JloroBopoM 0 GaHKOBCKHX yCITyTax.

I[Ipn neoOxommmoctn Kimenty Moxer ObITh
OpeJOoCTaBleH  AOCTYH K  JOHNOJHUTEIBHOMY
¢ynkponany Cucrembl Kiumenrt-bank, o xoropom
CTOpOHBI JOrOBapUBAOTCS OTAEIBHO.

3. HOJKIIOYEHHUE U HAYAJIO PABOTBI B
CUCTEME KJIMEHT-BAHK

Ilogxmouenue Kiauenra x Cucreme Kimenr-bank u
peructpanus B Heil Ilosb3oBareneil ocymiecTBisieTcs
nocyie 3akimoueHusi JloroBopa W IpENCTaBJICHUSA
Kinentom B baHk HIbKenepeuncaeHHbIX JOKYMEHTOB:

o (II,

e TOKYMEHTEI, YIOCTOBEPSIOIIHE JMYHOCTh
[Tonb3oBareneit, B BUAEC HaIekKAIIUM 0Opa3oM
3aBEPEHHBIX KOMHH (B ciiydae ¢ macrnoptoM PD -
BKJTFOYAIONIUX KOMHMH CTPaHUI] 2-3 W CTPaHUI] CO
CBEICHUSIMH 00 aJipece PerucTpalrm), a TakKe

® JIOKYMCHTHI, NOATBCPIKAAOIINEC IIOJTHOMOYMA
HOIIHPIC&HTOB, €CJIM TaKUC NOKYMCHTBI HC ObLIN
MpeACTaBJICHLI B Bank paHee.

ITocne 3axntouenus Jlorosopa u nonyuenus CII bank
npenoctasiser Knuenty Hocurenu u3 pacdera oqus
s Kaxporo  [lomp3oBaTens (c  yuerom
nmpenocTaBieHHbIX panee). Ilepemaua Hocuteneit
OCyIIecTBIIAEeTCS YTIOIHOMOYeHHOMY jiuily Kinenra
o akty npuema-nepenaun. [IMHw1 npegocrapisrores
Mo BJEeKTpOHHON moute Ha anpec Ilonb3oBaTens,
ykazanublii B CII. TIMHeI, npemocTtaBneHHbBlE IO
yMOTuaHUI0, baHK HAacTOATENTBHO pPEKOMEHIYeT
U3MEHHUTh NpHU NepBOHaualbHOW reHepanuu Kiroua,

2.7.

2.8.

2.9.

3.1
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Unless otherwise specified by the Rules the Client's
requests may be submitted to the Bank
electronically via the Client-Bank System (singed
by Signer), or in hard copy (signed by Authorized
person). Unless otherwise specified by the Rules
the requests shall be processed by the Bank not
later than the next Business day from the date of
their receipt by the Bank.

The Bank stores all ED received from/sent to the
Client within five years from the moment of
receipt/sending, unless otherwise is required by the
Law or the Agreement on bank services.

If required the Client may be granted access to the
additional functionality of the Client-Bank System,
which the Parties agree upon separately.

3. CONNECTION TO AND LAUNCH OF
THE CLIENT-BANK SYSTEM

Connecting the Client to the Client-Bank System and
registration of the Users therein is effected after
conclusion of the Agreement and submission by the
Client to the Bank the documents listed below:

e List of Users,

e Users’ personal identification documents in
forms of duly certified copies (in case of
passport of Russian citizen — including copies of
2-3 pages and pages with information on
registration address), and

e documents confirming Signers’ authorities, if
these documents were not provided to the Bank
earlier.

Upon conclusion of the Agreement and receipt of the
List of Users, the Bank provides the Client with
Electronic storage devices, one per User (taking into
account those provided earlier). The Electronic
storage devices are handed over to the Authorized
person of the Client under the delivery-acceptance
act. PINs are provided via email to the email address
of the User, specified in the List of Users. The Bank
strongly recommends to change PINs provided by
default during the initial Key generation, which is
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IIPABHIIA DJIEKTPOHHOI'O IOKYMEHTOOBOPOTA C HCIIOJIb30BAHHEM CHCTEMBI “K/IHEHT-BAHK”

KOTOpas  TMPOU3BOIUTCS B
nosiockeHusiMu 11. 3.4 TlpaBun. Ha ocHoBaHMM mrchMa
KimenTa, mpencTraBIeHHOTO B NMHCBMEHHOH (opme,
bank  nHanpasmser KOHBEPT C
HocurensMu uHBIM cIOCOOOM Tepeayu, YKa3aHHbBIM
B TaKOM IHCHME, 3a cueT KineHTa.

COOTBECTCTBUH C

3anecyaTaHHbIN

ITocne 3aBepienus npouecca noaxiaroueHus Kiauenra
k cucreMe Kinnent-bank, bank HanpaBiisieT KaxxaoMy
ITonb3oBarento Mo aapecaM dJIEKTPOHHOM MOYTHI,
ykazanabIM B CI1, JIoruH v 0THOPa30BBIN TAPOITH JJIS
nepBuuHoro Bxoma B Cucremy Kiument-bank wu
MOCJIEAYIOIIETO CO3/AaHMs JIEKTPOHHBIX Kimroueit.

Tlocne nonyuyenus JloruHa, ogHOPA30BOTO MapoJd U
Hocwurens, 3axoqut B CHcremy
Kinent-bank, MeHseT 0JHOPA30BbIi NapoJib U 3aTeM
tdopmupyer B Cucreme Kiment-bank 3ampoc Ha
BBIMyCK cepTuduKata OTKphITOro Kimwoua Ol
yuacTHUKa cucTteMbl JIBO u nHanpasuser IIpoToxon
Kmoua B bank gus  aktuBanmu  Kirouelr B

TTons30BaTenn

JJIEKTPOHHOM BHAE € HcHoib30BaHHEeM CHCTEMBI
Kiunent-bank TOJMUCAHHBIA  YCUJICHHOM
KBaJIM()UIIMPOBAHHOH 3JIEKTPOHHOM TIOIITUCKIO, Yepe3
CUCTEMY AIEKTPOHHOTO JOKYMEHT0000poTa
Kontyp.Jlnamok win WHYIO TMOAO0HYIO CHCTEMY,
MMEIOIIYI0 BO3MOXHOCTH OOMEHa 3JIEKTPOHHBIMHU
JOKYMEHTaMHU HOCPEICTBAMU POYMMHIA C CHCTEMOMH
Kontyp.[luanox, BUJEC OpUIMHajla Ha
OyMa)XHOM HOCHTEIIE.

WJIH,

nin B

Bank He mosmHee 2 (nByx) PaGoumx mHel ¢ nmaThl
nonyyeHus: IIporokono Kiroue#t, ocymectBiser

MIPOBEPKY KOPPEKTHOCTH u COOTBETCTBUS
anektpoHHbIX Kirouelr B Ilporokone Kiroua
CONEPKUMOMY  3JIEKTPOHHBIX 3a1pocoB Ha
peructpanuto  gaHHeix  Kiroue#t, a  Takxke
coorBerctBUe mnoamnucu B IIporoxone Kiroua
oOpasiyy, 3asBieHHoMy banky B baHkoBckoit

KapTO4KE, KOIIUU MacropTa, 10BEpECHHOCTU.

IIpy MONOXKUTENLHOM pe3ylbTaTe MNPOU3BEICHHOM
npoBepku bank peructpupyer anekrponnsie Kiroun B
cootBercTBUU C IlpoTokomamu Kiroueit B Cucreme
Knuent-bauk u nHanpasnser Knuentry yBemomiienue
MOCPEZICTBOM AJIEKTPOHHOHN TouThl cornacHo CII.

Ilpu orpunarenbHOoM pe3ynbrare — baHk He
MPUHUMAET K WCIIOJIHEHHUIO mojydeHHbId [IpoTokon
Kiroua, Bo3Bpamaer KnuenTy naHHbIN JOKYMEHT Ha
OyMa)XHOM HOCHTEJIe Uepe3 ero siueiiky B banke umu B

OJICKTPOHHOM  BUIEC, HOHHI/IC&HHLIﬁ YCI/IHGHHOﬁ

3.3
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3.5

3.6

3.7

performed in accordance with the provisions of cl. 3.4
of the Rules. PINs provided by default In accordance
with the Client’s letter provided in written form the
Bank shall send the sealed envelope with Electronic
storage device by another way of transferring
provided in the Client’s letter at the Client’s expense.

After completion of the Client’s connection to the
Client-Bank System, the Bank provides each User via
e-mails mentioned in the List of Users Login and
one-time password for the initial entrance to the
Client-Bank System and subsequent creation of
electronic Keys.

Upon receipt of the Login, one-time password and
Electronic storage the User enters the Client-Bank
System, changes one-time password and then
generates in the Client-Bank System request for
issuance of a public-key certificate of the participant
of RBS system and sends the Key Protocol to the
Bank for Key activation in electronic form using the
Client-Bank System or signed by encrypted qualified
electronic signature via electronic documents flow
system Kontur.Diadok or other analogue system
which has option of roaming with Kontur.Diadok
system, or in the form of an original on paper.

The Bank within 2 (two) Business days from the date
of receipt of the Key Protocols verifies the
correctness and matching of the electronic Keys in the
Key Protocol with the e-request for registration of the
respective Keys, as well as matching of the signature
in the Key Protocol with the specimen signature,
provided to the Bank in Bank card, copy of passport,
power of attorneys.

If the result of the verification is positive, the Bank
registers the electronic Keys in accordance with the
Key Protocols in the Client-Bank System and notifies
the Client thereof by email specified in the List of
Users.

If the result is negative, the Bank shall not accept the
Key Protocol and shall return the document to the
Client in hard copy via its file storage in the Bank or
in electronic form signed by encrypted qualified
electronic signature via electronic documents flow
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KBaJTM()UIIMPOBAHHOH 3JIEKTPOHHOM TOIITUCKIO, Yepe3
CUCTEMY AIEKTPOHHOTO JOKyMEHT0000poTa
Kontyp.JInamok win WHYIO TMOAO0HYIO CHCTEMY,
UMEIOITYI0 BO3MOXKHOCTh OOMEHa 3JIEKTPOHHBIMHU
JIOKyMEHTaMH MOCPEICTBAMU POYMHUHIA C CUCTEMOM
Konryp.luagox, wu  yBemomusier 00  3TOM
ITonb3oBatens Mo 3AEKTPOHHOM MOYTE, YKa3aHHOU B
CIL.

Knroun ITomp3oBareneit n Knroun DOI1 moryrt ObITh
WCTIONB30BaHbl i paboTel B Cucteme Kinent-bank
u noxanucanus O] Knuenra
peructpaunu  bankom anextponnsix Kiroueidn B
COOTBETCTBUHU c IIporokonamu
0 OpMIICHHBIMHU JTOJDKHBIM obpazom u
MpEeJOCTaBICHHBIM B BaHK.

TOJIBKO  TIOCJIC

Kimroueii,

Ho peructpauun bankoMm siextpoHHoro Kiroua
ITonb3oBarens, Cucrema Knuenr-bank noctymnna ans
takoro Ilonb3oBaTenss B OrpaHMYEHHOM PEXHUME.
IlTocne 3aBepmienus peructpauuu I[loab3oBaTelnb
nosrydaeT aoctyn k Cuctreme KimmeHnT-bank B moHOM
oOBeMme.

B LEIIX JIOTIOJTHUTEILHOM 3aIATHI oT
HECaHKIIMOHUPOBAHHOTO HampamieHus B bank D],
KimmenTt Mmoxket orpannauth nepenady I/ mo IP u/wmm
MAC-anpecam. [Jna storo Kmment gemaer
HeoOxomumble HacTpoiiku B Cucteme KnneHnr-bank.

W3MEHEHHUE CIIUCKA MOJb30BATEJIEA

[Ipn n3menennn moboit napopmanuu B CIT Knuenr
npeacrasiasier B bank  oOHoBinenneiii  CII  Ha
OymaxHoMm HocuTtene win depe3 Cucremy KiueHt-
baHK 1 TOKyMEHTHI, yKa3aHHbIE B I1. 3.1 BhIIIE.

ITpu no6asnennu B CII HOBBIX [Tonmb30oBateneit bank
npenocrtasisier Knuenty Hocutenu u3 pacuera oaua
ns kaxngoro Hooro Ilome3oBatens. Ilepemaua
noArotoBieHHbIXx Hocureneil ocymiectBisercs B
HOpsiIKE, YKa3aHHOM BbIIIE B I1. 3.2.

Wzmenenus B Cucteme Knuenr-bank, tpedyemble B
cootBercTBUM ¢ 00HOBIeHHBIM CII ocymiectisercs
B TeueHne 3 (Tpex) Pabouux mHel ¢ AaThl HOTYYCHUS
bankom o6noBieHHoro CII 11 mokymeHTOB. B ciryuae
ecym BHOcuMEIE B CI1 M3MeHEHNS CBA3aHBI C 3aMEHON
bankoBcKO#l KapTOUYKH, YyKa3aHHBI B HACTOSIIEH
CTaThe CPOK MOXKET OBITH mpo yieH baHkoM Ha Cpok,

3.8

3.9

system Kontur.Diadok or other analogue system
which has option of roaming with Kontur.Diadok
system, and shall inform the User thereof via email
specified in the List of Users.

The User Keys and ES Keys may be used to operate
the Client-Bank System and sign any ED only after
the Bank registered the respective electronic Keys on
the basis of the = Key Protocols provided to the Bank
in a due format.

Before registration of electronic User’s Key by the
Bank, the Client-Bank System is available for such
User in a limited mode. After completion of the
registration the User receives access to the Client-
Bank System in full.

3.10 In order to provide additional protection against

4.1.

4.2.

4.3.

unauthorized sending of ED to the Bank, the Client
may restrict the transmission of ED by IP and/or
MAC addresses. To do this, the Client makes the
necessary settings in the Client-Bank System.

4. CHANGES TO LIST OF USERS

In case of any changes in the List of Users, the
Client shall submit the updated List of Users to the
Bank in hard copy or via the Client-Bank System
and documents specified in clause 3.1.above.

Upon adding of new Users to the List of Users, the
Bank shall provide the Client with the Electronic
Storage Device, one per new User. The new
Electronic Storage Devices shall be passed to the
Client in accordance with clause 3.2 above.

Changes in the Client-Bank System, required in
accordance with the updated List of Users shall be
effected within three (3) Business days upon date of
receipt of the updated List of Users and documents
by the Bank. If the changes to the List of Users are
connected with the replacement of the Bank card,
the timeframe specified herein may be extended by
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HEOOXOIUMBIH IS IPOBEICHHS TIPOLIEAYD TI0 IPUEMY
B paboTy HOBOW BaHKOBCKOW KapTOUKH.

IIpenocraBnenue Jlorunos u Ilaponeit nns Bxoma B
Cucremy Knuenr-bank HoBeiM [lonp3oBatenem
OCYILECTBIISIETCS B TIOPSIKE, IPEIYCMOTPEHHOM B II.
3.3 BblLE.

5. 3AMEHA KJIQYE

3amena Kitodeil ocymiecTBisieTCss B CIEIYIOIIMX
CIIydasix:
(a) oxoHuaHME

cpoka  geiictBus  Kurouei

(TutTaHOBOE OOHOBJICHME);

(b) 3amena Hocurens;

(c) KommpomeTtamus Kioda.

ITpu momryuennu B Cucreme Kimnent-bank cooOmienus
0 MpeACTOsIIEM OKOHUaHUU cpoka AeiictBus Kitoueit
WIM B CIy4ae €cld CpOK JEHUCTBUS TEKYLIETro
(3apeructpupoBanHoro B Cucrteme KiueHr-baHk)
anekTpoHHoro Kitoua uctek, kaxasiii [loap3oBaTenn
CaMOCTOSITEIbHO OCYLIECTBIISIET CO3/JaHHE HOBOTO
Kitoua. Jlns storo Ilomp3oBarens ¢opMupyer B
Cucreme KnmeHT-baHk HOBBIH 3ampoc Ha BBITYCK
ceprudurara OTKpbITOro Kmoda OIl ydacTHUKA
cuctembl JIbO u wHampasnser Ilporoxon Kioua B
bank B mopsnke, npeaycMmoTpenHom 1. 3.4 Ilpasuir.
Peructpauuss B Cucreme Kiunent-bank HoBoro
anekTpoHHoro Kitoua ocyiiecTBisieTcst B MOPSIIKE,
MPEe1yCMOTPEHHOM B CTaThe 3 BBILIE.

B cnydae nopun/yrparsl Hocutenst Boiaua bankom
HoBoro Hocurens ocyuiecTBisieTcss Ha OCHOBAaHUU
3asIBKU.

B cnyuae 3amenst Hocutenst mo uaunuatuse banka,
3ameHseMble Hocutenu mnepemaloTcs B IOpSIKE,
npexycMoTpeHHoM 11. 3.2 Tpaswir.

Hogrrit/3amensiembrii Hocutenb mpenocraBiseTcss B
COOTBETCTBHH C 1I. 3.2.

HOBEIX Kiorouen wu
JaHHBIX

Coznanne
peTHUCTpAIHs

Toceayomast
Knroueit Bbanxom
OCYLIECTBJISICTCS B OPSIIKE, TPEIYCMOTPEHHOM B IL.II.
3.3 u 3.4. Ilpu stoM B ciyuae yrparel Hocutens,

44.

5.1.

5.2.

5.3.

5.4.

5.5.

5.6.

the Bank for the period, required to complete
procedures on acceptance of the new Bank card.

The Logins and Passwords to enter the Client-Bank

System by a new User shall be provided in
accordance with clauses 3.3 above.

5. KEY REPLACEMENT

The Keys are replaced in the following cases:

(a) expiration of the
replacement);

Keys  (scheduled

(b) replacement of the Electronic

Device;

Storage

(c) Key compromise.

Upon receipt of notification in the Client-Bank
System about forthcoming expiration of the Keys
or upon expiration of the current (registered in the
Client-Bank System) electronic Key, the new Keys
shall be generated by the User. For this purpose the
User generates in the Client-Bank System new
request for issuance of ES public-key certificate of
the participant of RBS and sends the Key Protocol
to the Bank in order described in cl. 3.4 of the
Rules. A new electronic Key is registered in the
Client-Bank System in accordance with the article
3 above.

If the Electronic Storage Device is broken/lost, a
new Electronic Storage Device is provided by the
Bank according to the request.

In case of replacement of the Electronic Storage
Device at the initiative of the Bank the Electronic
Storage Device to be replaced are handed over in
order described by cl. 3.2 of the Rules.

A new/replaced Electronic Storage Device is
provided in accordance with clause 3.2.

Creation of the new Keys and subsequent
registration of these electronic Keys by the Bank
shall be made in accordance with clauses 3.3. and
3.4. If the Electronic Storage Device is lost the
Client shall receive in advance a new Electronic

10
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6.1.

6.2.
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6.4.

IIPABHIIA DJIEKTPOHHOI'O IOKYMEHTOOBOPOTA C HCIIOJIb30BAHHEM CHCTEMBI “K/IHEHT-BAHK”

Knuent npenapurenbHo moJsiydaeT B baHke HOBBIM
HocwuTtens B opsijke, mpeaycMOTPEHHOM B 1. 5.3.

TTonp3oBaTens 00s3aH OCYIIECTBIATHL cMeHY Kiroua
OII He pexe, yeM | pa3 B 12 mecsiies.

6. BJIOKMPOBKA YYETHOM 3ATIMCHU U

KJIIOYA 311
B  cnysae  Kommpomeranmum — kmoua  bank
OCYIIECTBIIIET €ro OJIOKUPOBKY HE IIO37HEe
cienyroniero PabGowero pHs. Co3naHume HOBBIX

Kitouett m peructpamuss B Cucreme Kimment-bank
HOBOTO 3JekTpoHHOro Kitoua ocymecTBisieTcs B
TOpsi/IKE, TPEAYCMOTPEHHOM B CTAaThe 3 BEIIIIE.

Knunent MOXET OCYILIECTBUTH OJIOKHPOBKY
nerictByromero Kimroua DI1 ogHUM W3 ClIeqyHOIIHM

CI10co00B:

(a) myTrem mpencraBiieHHs 3asBKH, ITOANHCAHHOM
YHOTHOMOYEHHBIM JIMLOM, B 3JIEKTPOHHOM
Buge uepe3 Cucremy Knuent-bank wumm,
NOJNTMCAaHHOHN YCUIEHHOH KBaIN(UIMPOBAHHOH

QNEKTPOHHOH  MOIMNCHI0, Yepe3 CHUCTEMY
AIEKTPOHHOTO JIOKyMEHTOo000poTa
KonTyp./IMamok uimm HHyIO MOA00HYI0 CUCTEMY,
AMEIOTTY IO BO3MOKHOCTD oOMeHa

ANEKTPOHHBIMH JOKYMEHTAMH IOCPEICTBAMHU
poymunra c cuctemorr Konryp./Iuanok, unu Ha
OyMa)XKHOM HOCHTENe — B OTHOIIeHHWH Kiroda
OI1 mro6oro ITonp3oBarens;

(b) myrem  HampaBieHUS
AIEKTPOHHOU TIOYTHI

3asBKM € ajpeca

ITonw3oBarerns,
ykazanHoro B CII, Ha azgpec >IEKTPOHHOH
noutsl banka, ykazanneiii B 1. 7.1 Jlorosopa, —
B otHomeHnH Kimtoga DI takoro ITonp3oBarerns.

Hocutens 6510kupyeTCst aBTOMATHIESCKHU TIPH S (TISATH)
MOAPSI MONBITKAaX HeKoppekTHOTO BBOoa [IMHa.

Vuetnas 3anuchk Iloas3oBarens B Cucreme Kinenr-
Bank MoxeT ObITh 320JI0KHpOBaHa:

(a) bankom — npu Komnpomeranuu kiroua, a Takxke
B cilyuae HempexacTtaBieHus — Kmuenrom
IoKyMeHTOB u mH(opmanuu o Ilomp3oBatene,
MIPEAYCMOTPEHHBIX B 11 2.6,

(b) Cucremoii Kimnent-bank — aBToMaTHIeCKH:

5.7.

6.1.

6.2.

6.3.

6.4.

Storage Device in the Bank according to the
procedure, prescribed in clause 5.3.

The User is obliged to replace the ES Keys not less
than once per 12 months.

6. BLOCKING USER ACCOUNT AND ES
KEY

In case of the Key compromise the Bank shall block
it not later than the next Business day. Generation
of the new Keys and registration of a new electronic
Key in the Client-Bank System shall be performed
in accordance with article 3 above.

The Client can block the current ES Keys by one of
the following methods:

(a) by sending a request signed by an Authorized
person in electronic form through the Client-
Bank System or signed with a encrypted
qualified electronic signature via electronic
documents flow system Kontur.Diadok or
other analogue system which has option of
roaming with Kontur.Diadok system, or on
paper — in relation to the ES Key of any User;

(b) by sending a request from the User's e-mail
address specified in the List of Users to the
Bank's e-mail address specified in clause 7.1
of the Agreement - in relation to the ES Key
of such User.

The FElectronic storage device is blocked
automatically if the PIN is incorrectly entered for 5
(five) consecutive times.

The User account in the Client-Bank System can be
blocked by:

(a) The Bank —upon the Key compromise as well
as in case the Client fails to provide
documents and information about the User as
specified in clause 2.6 hereof;

(b) The Client-Bank System — automatically:
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i mpu 3  (Tpex) TmOAPAN  TOMBITKAX

HEKOppekTHOTOo BBoAA [lapomns, nim

ii. TpW OTCYTCTBHM akTUBHOCTH I[losb30BaTens
B TeueHue 90 (meBsiHOCTA) KaJleHIAPHBIX

JTHEH;

(c) Tlomp3oBareneM — B OTHOILICHUU CBOCH YUETHOM

3aIlliCH, Ha OCHOBAHUU 3as1BKU;

(d) YDOTHOMOYCHHBIM JIMIIOM — B OTHOIICHHUH
mo0bIx [lonp3oBarenell, HA OCHOBAHUH 3asIBKU.

7. 3AMEHA ITAPOJIA U IIMHA

1. if the Password is incorrectly entered for
3 (three) consecutive times, or

ii. upon absence of activity of the User
within 90 (ninety) calendar days;

(c) The User — with respect to its own user
account based on the request;

(d) The Authorized person — with respect to any
User in accordance with the request.

7. CHANGE OF PASSWORD AND PIN

7.1. [Jna  BoccraHoBienus  3a0britoro  Ilapomss  7.1.  To restore the forgotten Password the User may use
[Tonp30BaTenb MOKET BOCIIOJIB30BATHCS (DYHKIIHEH the "Forgot password?" function on the Client-Bank
«3abbutn maposb?» Ha cTpaHule Bxoaa B Cucremy login page or apply to the Bank by sending request
Knuent-bank wnu obparutecst B baHk, HanpaBuB via e-mail from User’s address provided in the List
3aBKy [0 OJJEKTPOHHOW TIOYTe C ajpeca of Users to the Bank’s e-mail address mentioned in
ITonp3oBarens, ykazamHoro B CII, Ha anmpec cl. 7.1 of the Agreement.
3JIEKTPOHHOU TouThl baHka, yka3aHHbil B 1. 7.1.

Horosopa.

7.2. B cmyuae ecnu [Tomp3oBarens nmeer BosmoxkHocTs 7.2 If the User can login to the Client-Bank System, the
Bxoma B Cucremy Kimmenr-bank, oH Moxer Password can be changed by User independently in
CaMOCTOSITENIbHO OCYIECTBUTH 3aMmeHy I[lapons c the Client-Bank System.

UCIIOJIb30BaHHEM ¢dyHKIIMOHATA Cucrembl
Knuent-bank.

7.3. B caywae 3abbToro/zabmokuposannoro I[IMHa 7.3. If the PIN is forgotten/blocked, the respective User
cooTBeTcTByIOmeMy Ilomp3oBaremo  CUCTEMBI shall send a request to the Bank via e-mail for
KimenT-bank HeoOX0oaMMO HampaBUTh B baHK 10 lockout and re-issue of the Electronic storage
JJICKTPOHHOW TIOYTE 3asiBKy Ha OJOKUPOBKY H device. Upon receipt of the request, the Bank
nepeBbilyck Hocutens. [lpu momydeHwn 3asiBKA ensures the impossibility of using the User's Key
bank obecrnieunBaeT HEBO3MOYXHOCTh and/or ES Key and also is entitled to block the
UCTIOJIb30BaHUS ANEKTPOHHBIX Kiroueit respective User Account until the recall procedure is
[onb3oBarens w/mmm Oll, a Takke BHpase completed. If needed the User may provide the Bank
3a0JI0KHPOBATh YUETHYIO 3aIuCh with the Electronic storage device for unblocking.
cooTBeTcTByromero Ilonp3oBaTens 10 OKOHYAHUS The User's Key and/or ES Key stored in the
npoiiecca MIEPEBBIMTYCKA. [pu KEIaHUU Electronic storage device and recalled based on the
ITonp3oBaTens MOXXET HAampaBUTh B  baHk request is deemed invalid. Upon receipt of the
UMETOIIUICS y HETO Hocwurens TUTS unblocked Electronic storage device, the User shall
Pa30IIOKUPOBKH. DNEeKTPOHHBIH Kirou generate a new ES Key in accordance with the
ITonp3oBarens w/umu Kmou OI1, xpaHwMblii Ha clause 3.4.

Hocwurene, n oTo3BaHHBIA HAa OCHOBAHUH 3asBKH,
cuuTaercs HelneHcTBUTENBHBIM. [lpu mosmydeHun
pasonokupoBannoro Hocutens Ilosnp3oBarens
MHHIHAIH3UPYET (opmupoBanne HOBBIX
anexkTpoHHbIX Kitouelt cornacho 1. 3.4.
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7.4. Bank MIPEIOCTABIISACT ITonp3oBatemo 7.4. The Bank provides the User with an unblocked
paszbnokupoBaHHbi HocuTens B 3amedaTaHHOM Electronic storage device in a sealed envelope and
KOHBepTe ® Hampamiser HOBbiM [IMH 1o sends the new PIN via e-mail to the User's address
JJICKTPOHHOW TmouTe Ha axapec I[lomb3oBarens, specified in the List of Users within one Business
ykasanHbli B CII B Teuenue Pabouero mms, day, following the date of receipt of the Electronic
Cledyromero 3a jaroil mnomydeHus baHkom storage device by the Bank.

Hocurens.

7.5. Tlonp3oBarens Moxer camocrositesibHO m3MeHnTbh  7.5. The User can independently change its PIN at any
ceoi [IMH B moboe BpemMs C I[OMOLIBIO time using the installed software for the Electronic
YCTaHOBJIEHHOTO MTPOTPAMMHOTO 00eCTICUeHHUS JIS storage device.

Hocurens.
8. ®OPMHUPOBAHMUE 23/ KINEHTA 8. CLIENT'S ED GENERATION

8.1. TIlpm dopmupoBanmu )| c wucnons3oBanmem 8.1 To generate an ED using the Embedded form the
BceTpoennoro 6iranka KimeHT 3amonHseT Bee mouis Client fills out all the fields (details), provided for
(pexBU3UTHI), MpeAyCMOTpeHHbIe BCcTpoeHHBIM by the Embedded form in accordance with the Law
OJIAaHKOM B COOTBETCTBHH C 3aKOHOJATEIILCTBOM H and requirements of the Bank. The Client's ED
TpeOOBaHUSIMHU Banka. )i Kiuenra, created using the Embedded form may be forwarded
HOJATOTOBJIEHHBIE C UCIOJIB30BaHHEM BCcTpoeHHbIX to the Bank only if they contain correct details in the
651aHKOB, MOTYT OBITH NepeliaHbl B baHk TOJBKO B fields marked as mandatory.
cydae, €cd OHH COJIepKaT KOPPEKTHBIE
PEKBU3UTHI B  TONAAX, OOSA3aTENBHBIX  UIA
3aIIOJTHEHHS.

8.2. Pacmopspkenusi,  BeimanHele  Kimentom ¢ 8.2 Instructions issued by the Client using the
HCTIOJb30BaHUEM BceTpoennoro OJraHka, Embedded form are deemed to be issued in the form
CUUTAIOTCA BBIJITAHHBIMHU 1o dopwme, provided for such Instructions by the respective
OpeJyCMOTPEHHOH Juid Takux PacnopsxeHuit Agreement on bank services.

COOTBETCTBYIOIIUM J[oroBopoM o0 OaHKOBCKHX
yciyrax.

8.3. Bcrpoennwlii Omank Moxxer He cogepxarb 8.3  The Embedded form may omit a visual image of all
BH3YaJbHOTO OTOOpPaXKEHUS BCEX PEKBU3UTOB, details, applications, instructions and information,
3asMBJICHUH, WHCTPYKIMA ¥ WHQOpMAaIWH, provided for by the standard form, the use of which
MPENyCMOTPEHHBIX ~ CTAHIAPTHBIM  OJIAHKOM, is prescribed by the Agreement on bank services for
HCIIOJIb30BaHNE KOTOPOTO Mpeanucano JloroBopom drafting the similar document in hard copy. The
0 OaHKOBCKHMX ychuyrax sl odopmileHus submission to the Bank of the Client's ED generated
AQHAJIOTMYHOTO  JIOKYMEHTa Ha  OyMa)KHOM using the Embedded form, means that all additional
Hocurene. llepemaua B bank D3]] Kiwuenra, details, applications, instructions and information,
odopMIIeHHOTO C HMCHONB30BaHUEM BcTpoeHHOTO containing in the text of the standard form are
OnaHka, O3HAYaeT, 4YTO BCE JONOJIHUTEIIBHBIE properly provided to the Client by the Bank.
PEKBH3HTHI, 3as1BJICHUS, HWHCTPYKIUHU u
nHpOpMAaLHS, coneprKamuecs B TEKCTe
crapmapTHoro OnaHka, BeIaHbl Knmenrom baHky
HaJuIeXamuM oopa3om.

8.4. bank ©e mnpuamMaer k wucnondHernnto JJ] 8.4  The Bank shall not accept for execution an ED in a
cBoboaHOorO (popmara mpu Haymuuu B CHcTeMe free form if the Client-Bank System has the
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8.5.

8.6.

9.1.

9.2.

9.3.

IIPABHIIA DJIEKTPOHHOI'O IOKYMEHTOOBOPOTA C HCIIOJIb30BAHHEM CHCTEMBI “K/IHEHT-BAHK”

Kiment-bank BcerpoenHoro OnmaHka it 3TOTO
Buga O/, TIPSIMO
PEIyCMOTPEHHBIX JloroBOpOoM O OaHKOBCKHX

3a MCKIIOYCHHUEM CIIy4dacs,

yCIIyTax, a Takke TEXHHYECKUX HEWCIPAaBHOCTEH
Cuctemnl Kitnenr-bank.

IIpu otcyrctBun B Cucreme Kinent-bank
BerpoenHoro 6naHka Uit JOKyMEHTa KaKOTO-T100
BUJIa, OH MOXET OBITh C(HOPMUPOBAH H OTIPABICH
B baHk ¢ ucnone3oBanreM cBoOomHOrO (hopMmaTta.
O]1 cBoboanoro opmara cozmaetrcst KimrieHTom B
BHJEC OQUIIMATBHOTO OOpAaIIEeHUs, COAEPKAIIETO
TEKCTOBOE COOOIIeHHe, K KOTOPOMY B cIydae
HEO0OXOIUMOCTH MOXKET OBITh MIPHUIIOKEH TOKYMEHT

B BHJIE BJIOXKEHHOTO (haiina.

B cityuae ecii JloroBopom 0 6aHKOBCKHX yCIIyrax
HOpPeIyCMOTPEHO UCIIONIb30BaHKE Onanka
ycraHoBiieHHOro bankom o0pasia, Ho OTCYTCTBYET
HEoOXOoAUMBI ast 3Toro BceTpoeHHBIN OuaHK,
Knuenr dopmupyer 3 B Buzme odpuIMambLHOTO
oOpamieHrss ¢ BJIOKCHHBIM (DaljioM, MPH ITOM
comepxanreM (aiina JODKEeH SIBJIATHCS OJaHK,
3al0JHEHHBIA  KIMEHTOM B COOTBETCTBUM C
TpeboBanusMHU JloroBopa 0 6aHKOBCKHX yCITyTaX.

9. ABTOPUM3ALIUA, OTIIPABKA /1
KJIMEHTA

Apropm3arust O] Knmenra ocymiecTBiseTcs
cootBeTcTBytomnMu [loanucantamu.

IToanucanTy HEOOXOIUMO YOSAUTHCS B YCIIEITHOM
3aBepIISHUH TIporiecca ABTOpHU3AIHU (M3MEHEHHE
craryca D/]1).

bank wu3Bemaer Kimenta o @ geiicTBHSIX B
OTHOIICHWH TOCTynuBIIMX OJ[ mocpencTBoM
MPUCBOCHUST WM COOTBETCTBYIOIIMX CTaTyCOB,
nepedeHb KOTOPHIX MPUBEICH Jlanee:

8.5

8.6

9.1.

9.2.

9.3.

respective Embedded form for such ED, except for
cases, expressly provided for by the Agreement on
bank services, as well as due to technical
malfunctions of the Client-Bank System.

If the Client-Bank System does not contain an
Embedded form for any document, the latter may be
generated and sent to the Bank in a free form. An
ED in a free form shall be generated by the Client in
the form of an official appeal containing a text
message to which a document may be enclosed if
needed.

If the Agreement on bank services stipulates the use
of a sample form established by the Bank, but the
Client-Bank System does not contain the respective
Embedded form, the Client generates an ED in the
form of an official appeal with an enclosed file,
where the file should contain the form, filled out by
the Client in accordance with the Agreement on
bank services.

9. AUTHORISATION, SENDING OF THE
CLIENT'S ED

The Authorization of the Client's ED is performed
by the respective Signers.

The Signer needs to make that the
Authorization process is completed successfully
(change of ED’ status).

sure

The Bank notifies the Client on the actions with
respect to the received ED by assigning them the
respective statuses, the list of which is as follows:

Crarycsl / Statuses

YepuoBuk / Draft [epBonavaneueiii | [Ipoekt 3/ cozman B Cucreme Kiment-bank / The draft of ED is created in
/ Initial the Client-Bank System

Oskupaer nogmucanust / | IIpomexyrounsiii | D]] co3nan u oxunaer noanucanus / The ED is created and waiting for the

Waiting for / Interim authorization

authorization

Oxupaaer 2 nognucy / ITpomexyrounslit | DI HAXOJUTCS HA MOIIIUCAHUK C YIETOM MPABUII aBTOPU3ALIIH C pa3/ieIieHHEM

Waiting for 2 signature | /Interim Ha rpymsl [ToxmucantoB / ED is on authorization stage subject to

complicated authorization rules
B o6padoTke / In [pomexyrounsiii | ]I momydeH bankom u Haxomutces B 00padotke / The ED has been received
process / Interim by the Bank and is being processed
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HUcnoaneno / Processed

Hrorossiii / Final

D1 (3a uckmouenuem /1 mis BantorHoro Kontposst) ucnonnen bankom /
The ED (except for ED for currency control) is processed by the Bank

OtnpasJeH B bank /

Hrorossiii / Final

OJ1 cBoboanoro popmara ornpasieH B bank / The ED message is sent to the

Sent to the Bank Bank
OtnpasJjen B bank / IMpomexyrounstii | D1 (3a uckmouernnem D/] ceoboxHoro hopmara) ornpasieH B bank / The ED
Sent to the Bank / Interim (except for ED message) is sent to the Bank

Oo6padorano / Processed

Urorosstii / Final

31 cBoboaHorO hopmaTa o6padoran bankom (manpasien orser) / The ED
message is processed by the Bank (response is provided)

[punsito / Accepted

Hrorossiii / Final

D1 ans BanmtorHoro Kontposst npunsit bankom / The ED for currency control
is accepted by the Bank

He npunsito / Not
accepted

Urorosstii / Final

31 msa Bamoraoro Kontposnst ve npunst bankom / The ED for currency
control is not accepted by the Bank

Otka3zano / Rejected

Urorosstii / Final

3/1 (3a ucxmouenneM D/ st Bamoraoro Konrposst) otkasan bankom / The
ED (except for ED for currency control) is declined by the Bank

94.

9.5.

10.1.

10.2.

10.3.

Mowmentom BpydeHus banky OJ] Kimenra
CUYMTAETCS MOMEHT NMPUCBOCHHS TakoMy D1 cTatyca

«B 06paboTke».

OT13BIB E)] npousBoguTcss  KimeHtom C
ncnonp3oBanneM JJI cBobomHOro opmara. baHk
HE HECET OTBETCTBECHHOCTH 3a HCHUCIIOJHEHHE

YKa3aHHOT'O OT3bIBa MOCJIC TOT'O, KaK COACpKaLICEeCA

B O/l mnopyueHue crano O30T3BIBHBIM |
OKOHYATEJIbHBIM B COOTBETCTBUH c
3aKOHOJIATEIECTBOM.

10. 31 BAHKA

Jus cesizu ¢ Knmuenrom baHk MoXXeT MCIIONIB30BaTh
O]1 B cBoboaHOM opmate (CoolmmeHus).

bank dwepes Cucremy Kiuent-bank Hampasiset
Knuenty JOKYMEHTBI u nHpopmanuio,
IpPeJyCMOTPEHHBIE COOTBETCTBYIOIUM JlOrOBOpOM
0 OaHKOBCKHUX yCIIyTrax.

Mowmentom  Bpyuenus Kmmenty OJ] bankxa
cuuTtaercs MoMeHT otnpaBku DJ] banka B Cucremy

Kinnent-bank.

11. ITOPSAIOK PACCMOTPEHUA
KOH®JUKTHBIX CUTY AU

B cootserctBumn ¢ IlpaBunamu paccmaTrpuBaroTCs

KOHq)J'II/IKTBI, CBA3aHHBIC C OIIPECACIICHUEM

noamuHHOCTH D1 KiteHTa, ciieyromux TUIOB:
(a) orka3 Knuenta ot dakra ornpasku D/1;

(b) orkaz banka ot dakra mnomyuyenus D]
Knuenra.

9.5.

9.6.

10.1.

10.2.

10.3.

The moment of delivery of the Clients' ED to the
Bank is the moment when status "In process" is
assigned to such ED.

The Client can recall the ED using the free-format
ED. The Bank shall not be liable for non-execution
of the recall after the instruction contained in the
ED became irrevocable and final in accordance
with the Law.

10. ED OF THE BANK

To contact the Client the Bank may use an ED in a
free form.

The Bank shall send to the Client via the Client-
Bank System documents and information according
to the Agreement on bank services.

The moment of delivery of a Bank’s ED to the
Client is considered the moment of sending the
Bank’s ED to the Client-Bank System.

11. CONFLICT RESOLUTION PROCEDURE

. In accordance with the Rules the following types of

conflicts related to the verification of the Client ED
shall be considered:

(a) The Client denies the fact of sending the ED;

(b) The Bank denies the fact of receipt of the
Client ED.
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11.2. Kmment nampaBmger B bank coorBerctByromuM 11.2. The Client shall send to the Bank a properly signed
00pa3oM TOAIMMCAHHOE 3asBJICHHC C H3JI0KEHHEM statement describing the subject of the claim (the
npeaMeTa peTeH3un (najnee — 3asBlIeHUE). Statement).

11.3. 3asBiueHHe TOJHKHO CONEPIKATD: 11.3. The Statement shall contain:

(a) nammenoBanue Kimenra; (a) The Client name;

(b) xapakTep nmpeTeH3uU; (b) The nature of the claim;

(c) nmary, HOMep W  JOpyrde  PEKBU3UTEHI, (c) The date, number and other details enabling
MO3BOJISIOIINE UACHTH(UIHMPOBATH to identify the disputed ED;
ocnapuBaeMslii D/1;

(d) w3noxkeHHe 00CTOATENLCTB, KOTOPHIE TPUBEITH (d) The description of circumstances that resulted
K BOBHHKHOBEHHIO KOH(QJIUKTHON CUTYaIUH. to the conflict situation.

11.4. JIna paccMoTpeHusi BosHmKIIed koHpmukTtHOH 11.4. A conciliation commission shall be established for
CUTyallMd CO3JIa€TCSl COTJIACUTENbHAS KOMMCCHS consideration of the conflict situation (the
(manmee — Kommccmst). IIpencraButenssMu B Commission). The Commission may be
Komuccun Moryr ObITh paBHOE KOJIMYECTBO JIMILL, represented by an equal number of individuals, both
Kak u3 yucia padborHukoB Knuenra u banka, Tak u from among the employees of the Client and the
UHBIX OpraHu3alUil, KOTOpble MpPUBIEKAIOTCA Bank, as well as other organizations that are
Knuenrom u bankom. Unenst Komuccnn usdupator engaged by the Client and the Bank. The members
13 CBOEro cocraBa npenceaarens Komuccuu. of the Commission shall elect a chairman of the

Commission among themselves.

11.5. B cimygae neobxommmoctn Kommccmeir morytr 11.5. Should a need arise the Commission may engage
MPUBJICKATBCSI ~ HE3aBUCUMBIE  OKCIEPTHI | independent experts and technical professionals
TEXHUYECKHE CIICIMAJIUCTBI, B TOM YHCIE U3 including those from the organizations that produce
OpraHu3aIii-u3rOTOBUTEICH MIPOrPaMMHOTO the software, with the consultative right of vote.
o0ecrieueHust ¢ COBEIATEIbHBIM IIPaBOM T'0JIOCa.

11.6. B xome paccmorpenusi kondumkra Komuccumerr 11.6. In the course of the conflict consideration the
nposepsiercs koppekrtHocts Ol Ha croprom /1. Commission verifies the correctness of the ES on
TeXHONOTHYECKHE OMepaIy, HEOOXOJAUMBIC IS the disputed ED. The technological operations
nposepku O11 Ha OJ] Knuenra, ocymecTBisoTcs Ha required to verify ES on the Client's ED shall be
aBTOMATH3UPOBAHHOM pabodyem MecTe, performed at the automated workplace located in
HaxoJsIIeMcs Ha TeppuTopun baHka. the Bank.

11.7. TIpoBepka ocCyLIeCTBISETCS B UETBIPE dTAMNA! 11.7. The verification shall be carried out in four stages:
(a) Kommccust ¢dopmupyer mHakeT MaTEpUAIOB, (a) The Commission shall prepare a package of

MMEIOLINX OTHOIICHHE K NPEJMETY CIIopa; documents with respect to the dispute subject;

(b) Kommccuss  mpoBepsieT — HPUHAIIICKHOCTH (b) The Commission shall verify the ownership
Kimoue#t Tloms3oBateneir m  Kimouerr Ol of the Client's Users’ Keys and ES Keys to
KirenTa coOTBETCTBYIOIUM TPEICTABUTEISM the respective representatives of the Client;
Knnenra;

(c) Kommccnss mpoBepseT (GakT TOAIMHCAHUS (c) The Commission shall verify the fact of
CIIOPHOTO €)l} Kirowamn €)1 signing of the disputed ED with the ES Keys
COOTBETCTBYIOIIMX NpeacTaButenieii CTOpoH; of the respective representatives of the

Parties;
16
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12.1.

12.2.
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(d) Kommccus
pe3ysibTataM pacCMOTpPEHUs] KOHQIMKTHOM
CUTYAIIH.

TOTOBHUT 3aKJIIOYCHUEC o

Komuccun MIPEIOCTABIIIOTCS cIeyIoNIye

MaTepuabl:
(a) cnopHsrit D/

(b) cmmcox Kiroueir OII,
nofnucansl D/1;

KOTOPbIMH ObLIH

(¢) Tporokomer Kiroueil, COOTBETCTBYOIIUE
Kimrouam [lomp3oBareneit m Kirouam OI1
npeacTaBuTeNeH

criopHsIit D/1;

CTopoH,  MOANHCABIIUX

/U

(d) 3aBepeHHBIE COOCTBEHHOPYYHBIMH
ANEKTPOHHBIMH TIONMHUCSIMH TPENCTaBUTENCH
Knuenra IIpoTokoiisl

KOTOPbIC

Knroueéi  Knuenra,
AKTyaJIbHbI MOMEHT
OTIpaBKH CHOpHOrO OJ[ M HUMEWT caMylo
MO3/HIOO JaTy.

ObUIH Ha

B cpok, He npeblmaromuid 30 (TpuauaTtu) gHei co
JTHS TIOTY9IeHUsI 3asBICHUS, U HE TIpeBhImatomuii 60
(mmectuaecsTH) THEH CO JTHS TOTYYeHUS 3asiBICHUS
B ciydae ucnoib3oBaHus Cuctembl KimeHT-bank
JUTSL OCYIIECTBJICHHUS TPaHCTPAHUYHOTO TIEPEBOIA
JICHEeXKHBIX  cpercTtB, Kommccus — mpoBOauT
KOH(IIUKTHOW  CHTyallud U
3aBepIlacT CBOK pPadOTy MPHUHATHEM PCIICHHS B
OTHOIICHUM KOHQUIMKTHOW CHTyallud, KOTOPOE
MOJATBEPHKIAETCS aKTOM C HU3JIO)KEHUEM CYTH

KOH(I)J'II/IKTa " OMpCACTICHUEM BHUHOBHOM CTOpOHLI.

paccMOTpECHUC

Pemrenus Komuccnn npuHUMArOTCs O0IBITHHCTBOM
ronocoB Bcex uineHoB Komwuccun. [lpu paBHOM
pa3meneHud  TOJIOCOB

rojoc  mpeacemaTess

Komuccun sBasercs peuraronium.

12. TEPEYEHb TEXHUYECKHX
TPEBOBAHMI K PABOUEMY MECTY

VcTaHaBiIuBaoTCS ciaeayromue TpeGOBaHI/IH K

Pabouemy mecty Kiuenra.

Ha paboumx cranmmsax Cucrema Kiment-bank
JIOJDKHA paboTaTh B CICAYIOIIUX MapaMeTpax:

(a) OmnepanMOHHBIE CHCTEMBI:

i. Windows 10 (Anrmmiickas wiu Pycckas
BEpCHs) U BHIIIIC.

11.8.

12.1.

12.2.

(d) The Commission shall prepare an opinion on
the results of the consideration of the conflict
situation.

The following materials shall be submitted to the
Commission:
(a) The disputed ED;

(b) The list of the ES Keys, with which the ED
were signed;

(c) Key Protocols corresponding to the Users’
Keys and ES Keys of the representatives of
the Parties, that signed the disputed ED;

(d) The Client's Key Protocols certified by the

handwritten and/or electronic signatures of
the Client's representatives, that were valid at
the moment of sending the disputed ED and
have the latest date.

Within a period not exceeding 30 (thirty) days from
the day of Statement receipt and not exceeding 60
(sixty) days from the day of Statement receipt in
case Client-Bank System is used for cross-borders
monetary transactions, the Commission shall
consider the conflict situation and make a decision
on the conflict situation that is confirmed by a deed
outlining the nature of the conflict and determining
the guilty Party. The decision of the Commission is
taken by the majority of votes. In case of a tie of the
votes, the vote of the chairman of the Commission
shall be decisive.

12. LIST OF TECHNICAL REQUIREMENTS
TO WORKSTATION

The following requirements for the Client's
Workstation are established.

On workstations, the Client-Bank System should
operate in the following settings:

(a) Operational systems:

i. Windows 10 (English or Russian) and
higher.
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(b) Beb6 Opaysep: Microsoft Edge, Google (b) Web browsers: Microsoft Edge, Google
Chrome, Mozilla Firefox. Chrome, Mozilla Firefox.
(c¢) Homomuutensuoe I10: Jlns kpunrorpadum — (c) Additional software: For cryptography —
Kpuntol"OCT.ITnarun Bep.20.7.22.0 u BoIIIE, Kpunrol'OCT.ITnarua ~ ver.20.7.22.0  or
RuToken Plugin Bep.4.10 u BbIie. higher, RuToken Plugin ver.4.10 or higher.
(d) Hocryn k IP-ampecy 195.222.161.172, uepe3 (d) Access to the [IP-address 195.222.161.172 via
nopt TCP 443: the TCP port 443:
12.3. MuHnumanpsHas KOHGUrypaiys padoueii cTaHIUuU: 12.3. The minimal configuration of the workstation:
Mogens / Model INepconansuslii komneioTep/ Personal computer
ITporueccop / Processor Intel Core i3 unu ananor u Beiue / Intel Core i3 or analogue and higher
O3y /RAM 4 GB u Beime / 4GB and higher
Kecrxuit quck / HDD CBoGoanblit 00beM jxectkoro aucka 1 I'6 u Beire/ Free volume of HDD 1 GB and higher
Manumnynarop tuma "Meis" / Computer mouse
Mownutop nsetHoir SVGA (mogzepxkuaemoe paspeuienue 1280x720 u Beime). PexomenmyeMsblit
Mmaciirab paboTel web Opaysepa 100%. / Color display SVGA (with resolution 1280x720 and higher)
The recommended working scale of the web browser 100%
12.4. TlepconampHBIH  KOMIbIOTEp, Ha  KoTopoM 12.5. A personal computer on which the Client-Bank

yctanaBiuBaercs Cuctema Kimment-bank, qomken
MMETh JOCTYIl B WHTEPHET 4Yepe3 BbLACJICHHBIN
KaHall WIKM C HUCHOJb30BaHUEM MOAEMHOIO
COEIMHEHUS uepe3 mpoBaiepa.

System is installed, shall have access to the internet
via a dedicated channel or using a modem
connection through a provider.

12.5. Bce obGopymoBanme Kimenta momkHo ObITh B 12.6. All hardware of the Client shall be in good condition
UCTIPaBHOM  COCTOSHUM U UMETh  MOJHYIO and have complete technical specification.
TEXHUYECKYIO JOKYMEHTAIHUIO.
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