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Baw 6aHK
B MUpe
nepemeH

[punoxenne Ne 1/ Appendix No. 1

k [loroBopy «Kmnenr-bank» / to the “Client-Bank” Agreement

INPABUJIA JIEKTPOHHOI'O JOKYMEHTOOBOPOTA
C UCIIOJIB30BAHHUEM CUCTEMBI «KJIMEHT-BAHK>

/ RULES OF THE ELECTRONIC DOCUMENT FLOW
WITH THE USE OF THE “CLIENT-BANK” SYSTEM

1. TEPMHUHBbI

B nacrosmmx HpaBI/IJ'IaX HWXCIIPUBECACHHBIE TEPMHUHBI
UMEIOT CICAYHOIINE 3HAYCHUA

ABTopu3anus — 3aBepenue D] ¢ ucromszoBannem Ol

Berpoennblii 61aHk — cTpykTypupoBaHHas (opma I,
nocrynHas B Cucreme Kimenr-bank st ¢popmupoBanus u
nepenaun D/ Knuenra.

Jorosop — norosop «Knuenr-bank» mexny Kinuentom u
baHKoM, NpUIIOXKEHHEM K KOTOPOMY SIBJISIOTCS HACTOAIINE
IIpaBuna.

JloroBop o0 0aHKOBCKHX J0roBop(bl)
0aHKOBCKOT'O CUETA M MHBIE IOTOBOPBI, 3aKIIOYECHHBIE MEXKY
bankom u Knuentom, npenycMaTpuBaroIiye UCIoIb30BaHNE
Cucremsl Knment-bank npu oxasanmm bankom Kimenty
COOTBETCTBYIOLIMUX YCIYT.

yeayrax  —

JloKyMeHTBbI — BKJIIOUAET JIIOObIE J0rOBOPBIL, TUChMa, 3asIBKH,
¢ opmbl, TpeOOBaHMs, CIIPaBKU, COOOIIEHHUS 1 UH(OpMALIUIO
¥ UHBIE JIOKyMEHTHI.

3aKoHOAATEJBLCTBO — 3aKOHOJATEIBCTBO Poccuiickoi
®denepanuu, BKIIOYasi BCE MPUMEHUMBbIC TIOA3aKOHHBIC aKThI.

Kmou  Ioan3oBartens - 3MEKTPOHHBIA  KJIIOY,
npenoctapsitomuii - goctyn Ilonp3oBaremo k Cucrteme
Knment-bank u He nogaepxuBatomuii mpaso JI1.

Kuaroun — Kirou ITone3osarens, Kinrou D11, Hocurens.

Kuarwu DII — yHukanbHas MmocliefoBaTeIbHOCTh CHMBOJIOB,
npeaHazHayeHHas ams cosaanus Oll.

KoMnpomeranus kiao4a — ytpara J0BepuUs K TOMY, UTO

ucnonszyemble  Kmoun — oOecmeunBaroT — 0€30macHOCTb

nnpopmanuu. K cobsitusaM, cBazannbM ¢ KoMmnpomeTanueit

1. TERMS

In these Rules, the following terms shall have the
following meanings:

Authorization means certification of ED with ES.

Embedded form means a structured form of ED,
available in the Client-Bank System to draft and transfer
ED of the Client.

Agreement means the “Client-Bank” Agreement between
the Client and the Bank with the Rules being an appendix
thereto.

Agreement on bank services means agreement(s) of the
bank account and other agreements, entered into between
the Bank and the Client, providing the usage of the Client-
Bank System in line of rendering of respective services to
the Client by the Bank.

Documents include any agreements, letters, applications,
forms, requests, statements, messages and information
and other documents.

Law means the legislation of the Russian Federation,
including all applicable subordinated acts.

User Key — an electronic Key providing access to User to
the Client-Bank System, while not supporting the right of
ES.

Keys mean the User Key, ES Key, Electronic storage
device.

ES Key is a unique sequences of symbols for creation of
the ES.

Key compromise means loss of confidence that the Keys
ensure the information security. Events, connected with




TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

KITrouen OTHOCATCA, BKJIKOYasg, HO HE OrpaHU4UBaAsCH,

ClIeTyIOIIHE:
(a) yrpara Kimouei;
(b) yrpara Kinroueit ¢ mocneayronmm ux oOHapyKEHUEM;

(c) yBompHeHHWE pabOTHHKOB, OCTYIl K
KIIF04eBOU HH(OPMALIUH, UM CMEHA JIUL, 00718 Jar0IIX
npaBoM noxanucu DJ1;

HMEBLINX

(d) napymeHue mpaBuiI XpaHEHHS U YHHYTOXKEHHUs (IOCIIe
OKOHYaHHMs cpoka aeiictBust) Kimoua,

(e) BO3HHMKHOBEHHE IMOJO3PEHUH Ha YTEUKy MH(OpMaLuu
w ee uckaxxenue B Cucreme Kinenr-bank;

(f) cmyuau, korga Henb3sl JOCTOBEPHO YCTAHOBUTH, YTO

npousonio ¢ Kintoyamu (B TOM yuclie ciiydau, KOTaa
CTpOS ¥ JIOKa3aTelibHO He
OIIPOBEPTrHYTa BO3MOXXHOCTH TOTO, YTO JaHHBIHA (hakT
MPOM30IIENT B PE3yIbTaTe HECAHKIMOHUPOBAHHBIX
NEHCTBUI TPETHUX JIUIL).

Knrou Belien wu3

JlornH — xoMOuHauus OykB u/niu nudp, 3ananHas baHkoM
WHAWBUAYAJIBHO Uit Kakaoro Ilomp3oBarens, KOTOPYIO
HeoOxoaumo BBectH Ilonp3oBarento it Bxoga B Cucremy
Knuent-bank.

Hocutesnb — mnepcoHaIbHOE CPEIACTBO HICHTH(PHKAIUH,
Heobxoaumoe 1t Bxoza [lonp3oBatenst B Cuctemy Kiment-
Bank u ABTopu3anuu, sBismoleecs COOCTBEHHOCThIO baHka
u npegocTtaBisieMoe KiHMeHTy BO BpeMEHHOE MOJIb30BaHHE
st noctyna k Cucteme Knnent-bank nocne 01.06.2024 r.

Omneparop — [lonp30BaTens HaJAETICHHBIN TPaBOM AOCTyHA K
Cucreme Knunent-bank, co3ganusi, U3MEHEHUS WIH yAAICHUS

OH.

OTkpbITHII K104 d1ekTponHoro Kiroua Iloab3oBaTenst
- xpunrorpaduyuecKui
OJJHO3HAYHBIM COOTBETCTBHEM CBSI3aH C COOTBETCTBYIOIIUM
CekpeTHbIM KIII0UOM 3eKTpoHHOoro Kimoua ITonb3oBaresns.

KJIIOY, KOTOPBIM  B3aWMHO-

OtkpoiThiii k04 Il - kpunrtorpaduyeckuii Ko,
KOTOpBI B3aMMHO-OJHO3HAYHBIM COOTBETCTBHEM CBSA3aH C

cooTBeTcTBYIOIUM CekpeTHbIM KirtouoMm OI1.

IMMapoar — xomOuHaims OykB w/wnu 1udp, 3amaHHAS
Ilone3oBaTenem, kak OH onpeaeneH B llpaBunax, u

ucnonbdyemass s Bxoga B Cucremy Kimenrt-bank, npu

3TOM MepBOHAYATBHBII apoib co3faercs u
npenocrasisieTcss bankom.
Hoanucant - Ilomp3oBatens co cropoHsl Kimenra,

ynonHoMouyeHHbI Ha nognucanue 3] B Cucreme Kinent-

the Key compromise, include the following, but not
limited to:

(a) loss of the Keys;
(b) loss of the Keys with their following detection;

(c) dismissal of employees, having access to the key
information or changing persons with the right to
sign the ED;

(d) violation of the storage and destruction rules (after
expiry date) of the Key;

(e) suspicion of information leakage or its corruption
in the Client-Bank System;

(f) cases when it is impossible to properly detect what
happened with the Keys (including cases when the
Key broke impossible to
convincingly argue that this fact occurred due to
unauthorized actions of third parties).

down and it is

Login is a combination of letters and/or numbers, set by
the Bank individually for each User, which should be
entered by the User to get access to the Client-Bank
System.

Electronic storage device is a personal identification
equipment required for the User, for authentication and
Authorization in the Client-Bank System, owned by the
Bank and provided to the Client for temporary use to
access the Client-Bank System after 01 June 2024.

Operator means a User with the right to access the Client-
Bank System, create, change and delete the ED.

Open Key of electronic User Key - a cryptographic key,
which is connected with the relevant Secret key of
electronic User Key through special mathematics.

Open Key of ES Key - a cryptographic key, which is
connected with the relevant Secret key of ES Key through
special mathematics.

Password is a combination of letters and/or numbers,
provided by the User, as specified in the Rules, and used
to enter the Client-Bank System. The initial password is
generated and provided by the Bank.

Signer is a User from the Client's side, authorized to sign
ED in the Client-Bank System with the ES under the
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bank ¢ momompro DIl  Ha thopmBI

«YTIOTHOMOYCHHBIE JIUIA» W/UIIM MHOW JTOBEPEHHOCTH OT

OCHOBaHHUH
uMenu Knuenra.

Moan30BaTenb — KaXIplii W3 JHL, yKa3zaHHBIX B Crimcke
TTonb3oBarenei,
VIIOJTHOMOYEHHBIH Ha wucronb3oBanne Cucremsl KimeHT-
bank.

Biiouass Omnepatopa u Ilonmucanra,

TNIWH - cnenuanbHO 3agaHHas KOMOWHAIMS IMQp Ui
nony4eHust qoctyna Kk Hocurento.

IpaBuna —  Hacrosmue  TpaBWiIa  DIEKTPOHHOTO
JIOKYMEHTO000poTa ¢ ucmojib3oBanneM Cuctembl KineHT-
Bank, B penmakuuu omyONMKOBaHHOW Ha caiite bawnka,
SIBJISIFOIIMECS] HEOThEMJIEMBIM MPUJIOKeHUEM K JloroBopy.

IIporoxon Kiarwya — 3ampoc Ha BbINyCK cepTudHUKaTa
OTKpBITOTO Kito4a DI1 yuacTHHKa CHCTEMbI JUCTaHIIMOHHOT O
OankoBckoro obcmyxuBanus («IbO») B cooTBeTcTBHH C
Tpunoxxenuem Ne 3 k JloroBopy, coaepxaiiuii *HGPOPMAIUIO
00  OTKpBITOM
LIECTHAJATePUYHOM BHAE I TPOBEPKU IIOIMHHOCTH
Kiroua, n nanHble o Binagensue Kirowa, nmoamnucaHHBIN
[Tonp3oBatenem.

KIII04¢C SJIEKTPOHHOT'O KJIro4a B

Padouee mecTo — 00OpyIOBaHUE,
IPOrpaMMHO-TEXHUYECKUM
¢yukumonuposanuto Cuctembl Kiment-bank Ha cTopoHe

Knmenra, nepeuncnenssim B crathe 12 [IpaBm.

VAOBIICTBOPSIOLIEE
TpeOOBaHUSIM K

PaGoumii qeHb — 110000 JI€Hb, B KOTOPBIH OAHKH OTKPBITHI
oneparuidi  (Kpome
BBIXOIHBIX JHEH M HepabounmxX Npa3sgHUYHBIX JHEH) B
Poccniickoit ®@enepannu, B paMkax pabodero BpeMeHH WU
rpaduka pabors! banka u ycnoBuii J[oroBOpoB 0 0aHKOBCKUX
ycayrax, WHpOpMamus O KOTOPHIX INPEIOCTaBISETCS B
Cucreme Knuenrt-bank.

IJiA OpPOBECACHUA YCTaHOBJIEHHBIX

Pacnopsi:kenne — Pacnopsbxkenne mno Cuery Kimenra,
ot opmireHHOE ¢ ncnons3oBanneM Cuctemsl Kinnenr-bank.

Cucrema Kimenr-bBank — aBromMaTH3upOBaHHas cHCTeMa
«Knuent-bank», IT03BOJIAIOIIAS OCYILECTBIIATH
JJIEKTPOHHBIA  JIOKyMEHTOooOOpoT Mexay bankom u
KnueHntoM u aucraHiMoHHOE OaHKOBCKOE OOCITY)KHBaHHE

(MHTEpHET-0AHKHHT).

Cnucoxk IMoaw3oBarenein (CII) -
VIIOJTHOMOYEHHBIX Ha wucrnonb3oBanne Cucremsl KimeHt-
bank,

[Tpunoxennem Ne 2 kx JloroBopy M HampaBJICHHBIA B BHIE

CIIMCOK JInn,

cocTraBicHHbII KIHMEHTOM B COOTBETCTBUHM C

“Authorized persons” form and/or another power of
attorney issued on behalf of the Client.

User means any person, specified in the List of Users,
including the Operator and Signer, authorized to operate
the Client-Bank System.

PIN means a specially generated combination of numbers
to get access to the Electronic storage device.

Rules mean this rules of electronic document flow with
the use of the Client-Bank System in the version,
published on the web-site of the Bank and being an
integral part of the Agreement.

Key Protocol means a request for issuance of an open ES
key certificate of a participant in a remote banking system
(“RBS”) in accordance with Annex No. 3 to the
Agreement, containing the information about an open key
of electronic Key in a hexadecimal format, intended for
the Key verification, as well as - Key owner details, signed
by the User.

Workstation means the equipment complying with the
software and hardware requirements of the Client-Bank
System on the Client's side, listed in article 12 of the
Rules.

Business day means any day on which banks are open for
transactions (except for the established weekends and
non-working public holidays) in the Russian Federation,
within the working hours and schedule of the Bank and
Agreements on bank services, information of which is
available in the Client-Bank System.

Instruction means an Instruction to the Client's Account,
created in the Client-Bank System.

Client-Bank System means an automatic “Client-Bank”
System enabling the electronic document flow between
the Bank and the Client and remote banking services
(online banking).

List of Users - a list of persons, authorized to use the
Client-Bank System, drafted by the Client in accordance
with Appendix No.2 to this Agreement and provided to
the Bank as the ED signed by ES or in a hard copy signed
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TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

3/1, monmucannoro OIl, mnmm nokymMeHTa Ha OyMa)KHOM
HOCUTEJE, MOJINUCAHHOIO YTIOJIHOMOYEHHBIM JIMIIOM H

3aBEpEeHHOro nevarbio Knuenra.

Cexpernblii k1104 — CexpeTHBIH KII0Y MHUPPOBAHAS,
CexpeTHbll K04 3eKTpoHHON monamucu U CeKkpeTHbIH
ko4 [Tone3oBaress.

CexkpeTHbIH KJII0Y HQPOBaAHUA — KpUntorpapuyecKuit
Koy, kotopelit xpanutcs Ilomp3oBarenem u CropoHamu
JloroBopa B TaifHe M UCHONB3yeTCs I IUH(PPOBAHHS
JIaHHBIX.

Yno/iHOMOYeHHOe JIMLIO — YIIOJITHOMOYCHHOE

neiicrBoBaTh oT uMeHH KimeHTa (B TOM YMCiie B OTHOLICHUU

JIUII0,

31 Knnenra) Ha OCHOBaHHUH 3aKOHA, YCTaBHBIX IOKYMEHTOB,
JIOBEPEHHOCTH MJIM MHBIX ITOATBEP)KAAIOMINX JOKYMEHTOB;

DJIeKTPOHHBII JOKYMEHT ()] —  JOKYMEHT,
MPE/ICTABICHHBIN B AIIEKTPOHHOH (opMme B Buae Qailna uin
3anucu 0a3bl JaHHBIX, HOATOTOBJICHHBIN, XpaHIIIUIica /WK
nepeaaHHbii ¢ momotbto Cuctembl Knuent-bank.

JaexkTponnas noanuch (1) — pexsuzut D1, momydaeHHBIN
B pesynbrare KpunTorpaduueckoro npeoOpazoBaHUs
nH(popManyu ¢ ucrons3oBanneM Kirroua D11, mo3Bomnstommii
olpeNenuTs JUIo, noamnucasmee O/, oOHapyxkuth (akr
BHECEHHS U3MEeHeHHH B D] mociie MOMEHTa ero MOANUCaHUs,
a TaKKe YCTAaHOBUTH OTCYTCTBHE MCKaKSHHS HH(OpPMaLUy B
O /1. DneKTpoHHAs MOANKCH B CMBICIIE HacToAwero Jlorosopa
SIBJISICTCS] YCUIICHHON HEKBATM(UIIMPOBAHHON DIEKTPOHHOM
MOJIHCHI0 B COOTBETCTBHU C 3aKOHOAATEILCTBOM, €CIH B
JloroBope He yka3aHO MHOE.

VHBIC TEpPMHHBI, WCIOJB3yeMbIE M HE ONPEACICHHBIC B
Hactosux [IpaBuiiax, MMEIOT 3HAYCHHE, NaHHOE WM B
JCHCTBYIOIIEM JIOrOBOpe GAaHKOBCKOTO cueta Mexay bankom
u Kinenrom (ecnu umeercs).

2. OBIIME IMOJIOKEHUSA

2.1.  Jlns opraHU3aliM 3JIEKTPOHHOTO JOKYMEHTO000pOTa
bank mpenocraBisier  KimeHty — mporpamMmHOe
obecrieyeHre, KOTOpOE  yCTaHAaBIMBAaeTCsI  Ha
NepcoHaIbHOM KoMnbioTepe KimeHTa, oTBevaromiem
TpeboBaHMsAM K Pabouemy MecTy, M3JIOKEHHBIM B
crarbe 12 HacTosmmx [IpaBu.

2.2.  O6men D]l ocymecTBisieTcsl exXeqHEBHO 24 daca B
cyrku. O0paborka DJ] BaHkOM OCyIIeCTBIsETCS B
Pabouue nuu.

by the Authorized person and bearing the stamp of the
Client.

Secret Key means User Secret Key, Secret ES and Secret
Encryption Key

Secret Encryption Key - a cryptographic key that is kept
in secret by a User and the Parties to the Agreement and
used for encryption.

Authorized person is a person, authorized to act on
behalf of the Client (including with respect to the ED of
the Client) in accordance with the law, charter documents,
power of attorney or other documentary supports.

Electronic document (ED) means a document issued in
the e-form as a file or a record of the database, prepared,
stored and/or transferred via the Client-Bank System.

Electronic signature (ES) is an ED element, obtained as
of cryptographic transformation of the
information with the ES Key enabling to detect the person
that signed the ED and track changes of the ED after its
signature, as well as to prove absence of data corruption
in the ED. The electronic signature as referred to in the
enforced encrypted uncertified

a result

Agreement is the
electronic signature in accordance with the Law, unless
otherwise specified in the Agreement.

All terms used and not defined in this Rules have the
meaning given to them in the effective bank account
agreement between the Bank and the Client (if any).

2.  GENERAL PROVISIONS

2.1.  For establishing electronic document flow, the
Bank provides the Client with the software to be
installed on the personal computer of the Client
that meets the requirements to the Workstation
specified in article 12 of these Rules.

2.2.  Exchange of EDs is performed 24 hours a day. The
Bank processes ED within Business days.
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2.3.

2.4.

2.5.

2.6.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

3alllI/lTa JaHHBIX IPpU Nepe€aade, a TakKe 3aluTa Uux

MOMIMHHOCTH M LEJIOCTHOCTH, OCYIIECTBISETCS
CpelncTBaMHU KpHITOrpaduIecKoi 3aIHUTHI
nHpopmanmn  (CK3U). 3akmouenune Kimentom

I[oroxsopa O3Ha4Ya€T €ro corjacue ¢ TEM, UYTO

HCIIOJIb30BAHUC YKa3aHHBIX BBIIIC Cpe€acTB
KpI/IHTOI‘pa(i)I/II/I ABIISACTCA JA0CTaTOYHBIM JUIA
obecrieueHUs 3alIATBl  TIE€PEAABACMBIX  JaHHBIX,

MOAJMHHOCTH U 1enocTHOCTH JJI. BrimeykazanHoe
cornacue KnueHnrta cuuraercs moiyuyeHHbIM baHkom
TaKkKe TPU OTCYTCTBUU wu3BelleHus KimeHnta o
HaMepeHUH pacToprayTh JloroBop B Teuenue 3 (Tpex)
Pabounx nmmeit ¢ matel yBemomieHusi Kimenra o
BHeceHuH u3meHeHuit B8 CK3MU.

Wudpopmanus o Ilonp3oBaTenmsix M HX poJsiX B
Cucreme Knuent-bank ycranasnuBaioTcst bankom B
cootBerctBuu co Cruckom Ilomb3oBareneit (CII).
ITonb30BaTeM MOryT HMMETh CIEAYIOIINE POJIH:
Omneparop, Iloxmucant. J[lomycTMMO coBMelIeHHE
yKa3aHHbIX poneid. Homep MoOunbHOro tenedona u
aZipec 3NEKTPOHHON IOYTHI,
JTOTKHBI YHUKQJIbHBIMH  JUIA
ITonb3oBaTens.

ykazanuele B CII,

OBITh KaXX7I0ro

JIuna, yka3aHHble B cooTBeTCTBYROIMX pasaenax CII
ITognucanTOB,
cooTBeTcTBYOIUM TpaBoM noxamucu J/] Kimmenra. K
CIl npwiaratoTcs AOKYMEHTBI, HOATBEPXKIAIOIIUE
TTOJTHOMOYHS

B Ka4eCTBC HanCISI0TCA

OTUX JIuIg Ha mOAINUMCAaHUEC
COOTBCTCTBYIOIIUX 9H, €CJIM TaKHM€ IOOKYMCHTBI HE

ObUTH IpezacTaBiieHbl B baHk panee.

B cnydae ucreuenus cpoka AEUCTBUS MOTHOMOYMM
IMoanucanra wu/(WaK) cpoka OEHCTBUS JOKYMEHTa,
yAOCTOBEpsIOUIero IMuHOCTh [lonp3oBarens, Knuent
TpencTaBisieT B baHk JOKyMeHTHI, HOATBEP K IAIOIINE
MMOJTHOMOYH I
u/(nm)

ITopnucanta
HaJIJIC)KaIUM

MpojJIeHue
TIPIMEHHMO),

(ecan
oOpazom
3aBepeHHbIE KOMUHN JTOKYMEHTOB, YIOCTOBEPSIOIINX
nuuHocTh [Tonp3oBarens.

Ecnu na JAaTy UCTCUCHUA CPOKa JeUCTBUA:

(a) nonHOMOuUWMIA [Tonnucanra OTCYTICTBYIOT

HCO6XOI[I/IMI>IC JAOKYMEHTBI, INOATBEPKAAONINEC

2.3.

24.

2.5.

2.6.

Data protection during transferring, as well as its
authenticity and consistency is performed via
cryptographic information protection facility
(CIPF). Entering into the Agreement by the Client
means that it agrees that the use of the
abovementioned means of cryptography is
sufficient to protect the data transferring, the ED
authenticity and consistency. The abovementioned
consent of the Client is also deemed obtained by
the Bank in the absence of the Client notice on its
intention to terminate the Agreement within 3
(three) Business days from the date of notification
of the Client on amendments of CIPF.

The information about the Users and their roles in
the Client-Bank System is set by the Bank in
accordance with the List of Users. The Users may
have the following roles: Operator, Signer.
Combination of these roles is allowed. Mobile
telephone number and email address specified in
the List of Users shall be unique for each User.

The persons, specified in the respective sections of
the List of Users as Signers are entitled to sign the
respective Client's ED. The documents confirming
the authority of these persons to sign the respective
ED, shall be enclosed to the List of Users, unless
these documents were not provided to the Bank
before.

Upon expiry of the Signer’ authorities and/(or)
expiry of the term of the User’s personal
identification document, the Client shall submit to
the Bank the documents confirming prolongation
of the Signer’s authorities (if applicable) and/(or)
duly certified copies of the User’s personal
identification documents.

If on the expiry date of:

NPOJJIEHUE €0 MOJHOMOYMH H/HIIH (a) the Signer’s authorities the required
documents confirming authorities
(b) DOKyMEeHTa,  YHOCTOBEDSIOLIETO  JIMYHOCTB .
prolongation are absent, and/or
[Monp3oBarensi, OTCYTCTBYET  HaJJICKAIIAM
00pa3soM 3aBepeHHas KOMHS OOHOBICHHOIO (b) the term of the User’s personal identification
JOKYMEHTa, document the duly certified copy of the
5
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2.7.

2.8.

2.9.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

npaBo DIl TloamucaHTa W/WIKM ydYeTHas 3alKCh
ITonk3oBaTenss BpemenHo Onokupyercs B Cucrteme
Knuent-bank 1o mnpenocraBneHus HEOOXOAMMBIX
TIOATBEP)KAAIOIINX TOKYMEHTOB WJIHM O TOTYYCHUS
obnoBneHHoro CII, U3 KOTOPOro HMCKIIOYCHO TaKoe
muno. B ciaywae npenocraBnenus odnonenHoro CII
TTonk3oBaTenu, He yKa3aHHbIC B TAKOM OOHOBJICHHOM
CIl, ynanstores u3 Cuctemsl Knuenr-bank.

Jns nenelr Hacrosmpx IlpaBun  «Hamnexamum
00pa3oM 3aBEpEHHOI KOMUEH» TOKYMEHTa SBISCTCS

€ro:
(a) HOTapHaJbHO 3aBEPEHHAs KOIUS,

(b) xomws, 3aBepeHHas YIIOTHOMOYEHHBIM

cotpynHukom banka.

Ecnu unoe cnienmansHo He ycTaHoBieHo [IpaBunamu,
3asBku Knmenrta Moryt ObITh npefcTaBieHsl B baHk B
JJIEKTPOHHOM BHJIE C HCTosib30BaHueM CHcTeMBbI
Kmment-bank (mognmucanusie [lonmucanrom), mmm Ha
OyMaxHOM HOCHUTEE (moxmnucaHHbIE
YnonHoMmouyeHHBIM JuiioM). Eciiu nHOE He yka3aHo B
Hacrtosuux [IpaBuiax, 3asBKH 00pabaThHIBAOTCS
Bankom He mosnHee cienyromiero Pabouero nHs ¢
JIaThl UX MoyrydeHus: bankom.

bank  ocymectBuser  XxpaHeHue  Bcex O/,
MOJIy4eHHbIX/HaNpaBieHHbIX KineHTy, B TeueHue
MATH JIET C MOMEHTa MX IIOJIyYEeHUs/OTIpaBIICHNUS,
eci MHOe He TpelOyercs 3aKOHONATENbCTBOM HIIM
JloroBopom 0 6aHKOBCKHX yCITyrax.

OBITH

Ilpu  HEoOXxomumocTu

MPeI0CTaBJICH

Kmuenty wmoxer
JOCTYl K  JIONOJIHUTENBHOMY
¢ynkuuonany Cucremsl KinueHt-bank, o xoTropom

CTOpOHbI J0Tr0OBapruBarOTCs OTAEJIBHO.

3. HNOAKJIIOYEHHUE U HAYAJIO PABOTHI B
CUCTEME K/IMEHT-BAHK

3.1. Ilonxmrouenne Kimenra x Cucreme Knuenrt-bank u

mocie

perucrpanus B neit Ilonp3oBaTeneit OCYHICCTBIIACTCA

3aKIIOYCHUS I[OFOBOpa n  [OpEACTaBJICHUA

Kimentom B bank HIDKCTICPEUNCIICHHBIX JTOKYMCHTOB!

2.7.

2.8.

2.9.

3.1

updated personal identification document is
absent,

the ES right of Signer and/or User account shall be
temporarily blocked in the Client-Bank System
until the required documents are provided or the
updated List of Users is received where the
respective person is excluded. If the updated List
of Users is provided, the Users who are not listed
in the updated List of Users shall be deleted from
the Client-Bank System.

For the purposes of these Rules, a "duly certified
copy” of a document is:

(a) anotarized copy;

(b) a copy certified by an authorized employee
of the Bank.

Unless otherwise specified by the Rules the Client's
requests may be submitted to the Bank
electronically via the Client-Bank System (singed
by Signer), or in hard copy (signed by Authorized
person). Unless otherwise specified by the Rules
the requests shall be processed by the Bank not
later than the next Business day from the date of
their receipt by the Bank.

The Bank stores all ED received from/sent to the
Client within five years from the moment of
receipt/sending, unless otherwise is required by the
Law or the Agreement on bank services.

If required the Client may be granted access to the
additional functionality of the Client-Bank System,
which the Parties agree upon separately.

3. CONNECTION TO AND LAUNCH OF
THE CLIENT-BANK SYSTEM

Connecting the Client to the Client-Bank System and
registration of the Users therein is effected after
conclusion of the Agreement and submission by the
Client to the Bank the documents listed below:
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3.2

3.3.

3.4.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

CII,

JIOKYMEHTEI, YIOCTOBEPSIOIITIE JMYHOCTh
Tlonk3oBaTeneii, B BUAE HAAJICKAIIUM 00pa3OM
3aBepeHHBIX Komui (B cioydae ¢ macrmoptoM PO -
BKJIIOYAIOMIMX KOMHUM CTpaHUll 2-3 U CTpaHHI] CO
CBEZICHUSAMU 00 agpece peTucTpaIiu), a TakKe

JIOKYMEHTBI,  HOATBEPXKJAIOLUINE  IOTHOMOYMS
IToanucaHToB, €ciM Takue TOKYMEHTHl HE ObuIM

MNpEACTABIICHBI B bank paHee.

ITocne 3akmouenus [loroopa u nonyuenus CII bank
npenoctaiier Kinuenty Hocurenu us pacuera onuH
i kaxporo  Ilonp3oBarens (¢ yderom
npenocTaBieHHbIX panee). Ilepemaua Hocureneit
ocyliecTBiIseTcs YToNMHOMOoYeHHOMY nuiy Kimenra
1o akty npuema-nepenauu. IIMHe1 npenocraBnsiores
¢ coorBercTByomMM Hocurtenem B 3ameuaTaHHOM

KOHBEPTE WK 110 BHCKTpOHHOfI nmoure Ha ajapec

Ilone3zoBatens, ykazanueli B CII.  IIMHs,
TIPeZI0CTaBIICHHbIC 110 YMOJIYaHHUIO, Bank
HaCTOSTENIbHO  PEKOMEHJYeT  HU3MEHMTb  IpHU
NepBOHaYanpHOM  reHepauun  Kiroua, KkoTopas

TPOU3BOAUTCA B COOTBETCTBUU C MOJOXKEHUAMMU 11. 3.4

IlpaBun. Ha  ocHoBanum nucema  KimeHnra,

NIPEJICTAaBICHHOr0 B MHUCbMEHHOW (opme, bank
HaIpaBJsieT 3aledyaTaHHbld koHBepT ¢ Hocuremsmu
HWHBIM CIIOCOOOM Ilepefayd, YKa3aHHbIM B TaKOM

nucbMe 3a cuet Kiouenra.

ITocne 3aBepiienus npouecca nojakiatodeHus Knuenra
k cucteme Kinnenrt-bank, baHk HampaBiseT kaxaomy
ITonp3oBarento 1o ajapecam 3JIEKTPOHHOW IIOYTHI,
ykazaHHbIM B CII, JIorun u oHOpa30BbIil Mapoib A1
neppuyHoro Bxoga B Cuctemy Kimenr-bank n
TIOCJIEAYIOIIEr0 CO3/1aHus 3IeKTPOHHBIX Kimroueit.

Ilocne nmomydyenus Jloruna, omHOpa3zoBOro maposis u

HOCI/ITCHH, [Tonp30BaTens 3axOAMT B CI/ICTCMY
KJ'H/IeHT-BaHK, MCHSICT OZ(HOpa3OBI:II>i mapoJib 1 3aT€M

dopmupyer B Cucreme Kimenr-bank 3ampoc Ha

BBIIYCK cepTuuKara OTKpeiToro kiroua Ol
yuactHuka cuctemsl JIBO n nanpasnser IlpoTtokon
Kmowa B bank mma  axtuBammm  Kiouedr B

QJICKTPOHHOM BHJAE C HCIOJb30BAHUEM Cuctemsl

Kmmenr-bank  wim, TOANHCAHHBIA  yCHIJIEHHOU
KBaJIM(UIMPOBAHHOW 3JIEKTPOHHOM OANUCHIO, Yepe3
CUCTEMY 3JIEKTPOHHOTO JOKYMEHTO000pOTa
Kontyp./luanok uim HHYIO TOHOOHYIO CHCTEMY,
HMMEIOLIYI0 BO3MOXHOCTb OOMEHa 3JEKTPOHHBIMU

JAOKYMEHTaMH IIOCPEACTBAMH pOYMHHIA C cHUCTeMOM

32

33

34

e List of Users,

e Users’ personal identification documents in forms
of duly certified copies (in case of passport of
Russian citizen — including copies of 2-3 pages
and pages with information on registration
address), and

e documents confirming Signers’ authorities, if these
documents were not provided to the Bank earlier.

Upon conclusion of the Agreement and receipt of the
List of Users, the Bank provides the Client with
Electronic storage devices, one per User (taking into
account those provided earlier). The Electronic
storage devices are handed over to the Authorized
person of the Client under the delivery-acceptance
act. PINs are provided with the respective Electronic
storage device in the sealed envelope or by email to
the email address of the User, specified in the List of
Users. The Bank strongly recommends to change
PINs provided by default during the initial Key
generation, which is performed in accordance with
the provisions of cl. 3.4 of the Rules. PINs provided
by default In accordance with the Client’s letter
provided in written form the Bank shall send the
sealed envelope with Electronic storage device in that
by other ways of transferring provided in Client’s
letter on Client’s accoun

After completion of the Client’s connection to the
Client-Bank System, the Bank provides each User via
e-mails mentioned in the List of Users Login and
one-time password for the initial entrance to the
Client-Bank System and subsequent creation of
electronic Keys.

Upon receipt of the Login, one-time password and
Electronic storage the User enters the Client-Bank
System, changes one-time password and then
generates in the Client-Bank System request for
issuance of a public-key certificate of the participant
of RBS system and sends the Key Protocol to the
Bank for Key activation in electronic form using the
Client-Bank System or signed by encrypted qualified
electronic signature via electronic documents flow
system Kontur.Diadok or other analogue system
which has option of roaming with Kontur.Diadok
system, or in the form of an original on paper.
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3.5.

3.6.

3.7.

3.8.

3.9.

3.10.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

Kontyp.[Ananoxk,
OyMa)XHOM HOCHUTEJE.

Wil B BHUAC OpUIMHAaJIa Ha

Bank He mo3mnee 2 (aByx) PabGoumx mHell ¢ nmatel

nonydenust IIporokomoB Kiroweli, ocymecTiser
TIPOBEPKY KOPPEKTHOCTH u COOTBETCTBUS
anekTpoHHbIX  Kiroueit B Ilporokonme  Kiroua
COIEPKUMOMY 3JIEKTPOHHBIX 3a1pocoB Ha
peructpamuio  gaHHbix  Kimouelt, a  Takxke
coorBercTBe mnoxnucu B IIporokome Kiroua
obOpasmy, 3asBieHHOMY banky B baHkoBckoit

KapTO4KeE, KOIIUHU MacrnopTa, JOBEPEHHOCTH.

IIpy mnonoXHUTETBHOM pe3yiabTaTe MPOU3BENCHHON
npoBepkH bank peructpupyet snekTponHslie Kimroun B
cootBetcTBUM ¢ lIporokomamu Kimoueir B Cucreme
Knuenrt-bank u Hanpasnser KimeHTy yBemomienue
TIOCPEZICTBOM BJIEKTPOHHOMH 1mouTsl cornacHo CII.

[Ipu bank He

TIPUHUMAET K HCIOIHEHHIO mosydeHHbIH IIpoTtokon

OTPULATCIIBHOM  PE3YJbTATEC —

Kiroua, Bo3Bpamaer Kinuenty naHHbIN JOKYMEHT Ha
OyMa)XHOM HOCHTEIIe Yepes eTo sueiiky B banke uinu B
JIEKTPOHHOM MOJITIUCAHHBI  YCUIICHHOU
KBATU(UIIMPOBAHHON IIEKTPOHHON MOINCEHIO, Yepe3
JIOKYMEHTO0000pOoTa

BUJIE,
CUCTEMY 3JIEKTPOHHOTO
Koutyp.luanox wnu wuHYH MOHO00HYIO CHCTEMY,
HMEIOUIYI0 BO3MOXHOCTH OOMEHa 3JEKTPOHHBIMU
JOKYMEHTaMH IOCPEICTBAMU POYMMHIA C CHCTEMOM
Kouryp.luanok, u  yBemomisier 00  3TOM
Ilonb3oBaTens Mo 3NMEKTPOHHOMN MOUTE, yKa3aHHOH B

CIL

Kunroun ITonezoBareneit u Kimoun OI1 moryr ObiTh
HCIONb30BaHb! Wist pabotsl B Cucteme Kiment-bank
O] Knuenra
peructpanuun  bankom osnexTpoHHbBIX Kirouelr B

u noanruCaHus TOJIBKO  IIOCJIC

COOTBETCTBUU c [Iporoxonamu Kitouei,
0 OPMIICHHBIME

IpeAOCTABIICHHBIM B bank.

JOKHBIM obpazom U

Ho peructpauuu bankom anextpoHHoro Kiroua
ITonb3oBatens, Cucrema Knuent-bank noctynna pist
takoro Ilomp3oBaTenss B OrpaHHUYEHHOM PEXKHUME.
Ilocne 3aBepmienHust peructpanuu Ilonb3oBatens
nonrydaeT noctym k Cucreme Kimment-bank B momHOM
obObeme.

B neix JIOTIOJTHUTEIbHOMN 3alUTLI oT
HECAaHKIITMUOHUPOBAHHOI'O HAIIPpABJICHUS B bank QI[,

3.5

3.6

3.7

3.8

39

The Bank within 2 (two) Business days from the date
of receipt of the Key Protocols verifies the
correctness and matching of the electronic Keys in the
Key Protocol with the e-request for registration of the
respective Keys, as well as matching of the signature
in the Key Protocol with the specimen signature,
provided to the Bank in Bank card, copy of passport,
power of attorneys.

If the result of the verification is positive, the Bank
registers the electronic Keys in accordance with the
Key Protocols in the Client-Bank System and notifies
the Client thereof by email specified in the List of
Users.

If the result is negative, the Bank shall not accept the
Key Protocol and shall return the document to the
Client in hard copy via its file storage in the Bank or
in electronic form signed by encrypted qualified
electronic signature via electronic documents flow
system Kontur.Diadok or other analogue system
which has option of roaming with Kontur.Diadok
system, and shall inform the User thereof via email
specified in the List of Users.

The User Keys and ES Keys may be used to operate
the Client-Bank System and sign any ED only after
the Bank registered the respective electronic Keys on
the basis of the = Key Protocols provided to the Bank
in a due format.

Before registration of electronic User’s Key by the
Bank, the Client-Bank System is available for such
User in a limited mode. After completion of the
registration the User receives access to the Client-
Bank System in full.

3.10 In order to provide additional protection against

unauthorized sending of ED to the Bank, the Client
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4.1.

4.2.

4.3.

44,

5.1.

5.2

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

Kiwnent mosxet orpannuuts nepeaaqy /1 mo IP w/wmu
MAC-ampecam.  lnsa Knuent
HeoOxoauMble HacTpoliku B Cucteme Kinent-bank.

3TOro Jciaact

U3MEHEHME CIIUCKA IMOJIb3OBATEJIEA

[pu n3menenun mob6oit uadopmanun B CII Kiuent
MIPECTaBIsECT B
OymaxkHOM Hocutene win uyepe3d Cucremy KimeHt-

bank o6noBnennbii CII Ha
baHk 1 OKyMEHTHI, yka3aHHbIE B II. 3.1 BhIIIE.

[Ipu no6asnennn B CII HOBEBIX [lonb30BaTeneit bank
npenocrasiser Kinenty Hocurenn us pacuera ogux
i kaxzgoro Hosoro Ilomb3oBatens. Ilepepaua
nojarorosiaeHHbIx Hocureneil ocyumectisercss B
MOPSAAKE, YKa3aHHOM BBIIIE B II. 3.2.

Usmenenns B Cucteme Kimenrt-bank, tpebyembie B
cootBeTcTBUM ¢ 00HOBIEeHHBIM CII ocymecTBisercs
B TeueHme 3 (Tpex) Pabounx mHel ¢ gaTel momrydeHus
Bbankom oboHoBnennoro CIT u mokymenTtoB. B cinydae
eciu BHocuMble B CII u3MeHeHus CBA3aHbI C 3aMEHOU
baHKOBCKOI KapTOYKHM, YKa3aHHBIH B HacTOALICH
CTaThe CPOK MOXKET OBITh MPOJUIeH baHKOM Ha CpoK,
HEOOXOAMMBIi AJIs IPOBEAEHUS IIPOLIEYP IO IIpUeMy
B paboTy HOBOI1 BaHKOBCKOI KapTOYKH.

[IpenocraBnenue Jlorunos u I[laponeit mis Bxona B
Cucremy Knuent-bank HoBeiM Ilombs3oBatenem
OCYIIECTBIISIETCS. B MOPSAKE, IPETYCMOTPEHHOM B II.
3.3 BhlIIIE.

5. 3AMEHA KJIFOYEM

3amena Kirouelt ocymiecTBisieTcss B CIIEAYIOMIUX
ciayJasx:
Kroueit

(a) oxoH4aHWE cpoKa  JAEHCTBHSA

(nmanoBoe OOHOBIIEHHE);

(b) 3amena Hocwuress;

(¢) Komnpomeranus kitova.

IIpu nonydenunu B Cucreme Knnenr-bank cooduenus
0 IIPEe/CTOAIEM OKOHYAHUM CpoKa aeicTBus Kiroueit
WIA B Cllydae €CJIM CpOK JCHCTBHUS TEKYIIEro
(3apeructpupoBanHoro B Cucreme Kiment-bank)
anekTpoHHoro Kiroua uctek, kaxasiid [lonp3oBaresnn
CaMOCTOATENIBHO OCYILECTBJIAET CO3/1aHUE HOBOIO
Kmowa. s osrtoro Ilomp3oBarens ¢GopMupyeT B

4.1.

4.2.

43.

44.

5.1.

5.2.

may restrict the transmission of ED by IP and/or
MAC addresses. To do this, the Client makes the
necessary settings in the Client-Bank System.

4. CHANGES TO LIST OF USERS

In case of any changes in the List of Users, the
Client shall submit the updated List of Users to the
Bank in hard copy or via the Client-Bank System
and documents specified in clause 3.1.above.

Upon adding of new Users to the List of Users, the
Bank shall provide the Client with the Electronic
Storage Device, one per new User. The new
Electronic Storage Devices shall be passed to the
Client in accordance with clause 3.2 above.

Changes in the Client-Bank System, required in
accordance with the updated List of Users shall be
effected within three (3) Business days upon date of
receipt of the updated List of Users and documents
by the Bank. If the changes to the List of Users are
connected with the replacement of the Bank card,
the timeframe specified herein may be extended by
the Bank for the period, required to complete
procedures on acceptance of the new Bank card.

The Logins and Passwords to enter the Client-Bank
System by a new User shall be provided in
accordance with clauses 3.3 above.

5. KEY REPLACEMENT

The Keys are replaced in the following cases:

(a) expiration of the Keys (scheduled
replacement);
(b) replacement of the Electronic Storage

Device;

(c) Key compromise.

Upon receipt of notification in the Client-Bank
System about forthcoming expiration of the Keys
or upon expiration of the current (registered in the
Client-Bank System) electronic Key, the new Keys
shall be generated by the User. For this purpose the
User generates in the Client-Bank System new
request for issuance of ES public-key certificate of
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5.3.

54.

5.5.

5.6.

5.7.

6.1.

6.2.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

Cucreme Kimenr-bank HOBBIM 3ampoc Ha BBITYCK
ceprudukata OTKpbITOro kKmoya OIl yuacTHUKa
cucteMmbl /IO u nampasnser Ilporokon Kiroua B
bank B mopsaake, npegycmorpeHHoM 1. 3.4 Ipasu.
Peructpaumss B Cucreme Kiuent-bank HoBoro
anekTpoHHoro Kiroua ocymiecTsisiercss B NOpSJKE,
TIPEelyCMOTPEHHOM B CTaThe 3 BBIILIE.

B cnywae nopuwn/yrparsl Hocurens Bbinaua bankom
HoBoro Hocurens ocymiecTBisieTcss Ha OCHOBaHHMHU
3asBKH.

B cinydae 3amensl Hocutenst no naunuatuse banka,
3ameHsieMble HocuTenu mnepenarorcs B MOPSAKE,
npenycMoTpeHHoM 11. 3.2 [Ipasui.

Hogeiii/3amensiemblii HocuTenb mpenocTaBiseTcst B
COOTBETCTBUH C TI. 3.2.
Co3nanue Kimroueit u

HOBBIX nociaeayronmas

perucrpauus JaHHBIX Kiroueii Bankom
OCYIIECTBIIAETCA B IOPS/IKE, IPELYCMOTPEHHOM B ILII.
3.3 u 3.4. llpu atom B cmydae yrparsl Hocurens,
KinueHnt npenBapuTenbHO moiydaeT B banke HOBbII

Hocurens B nopsiake, npeyCMOTPEHHOM B II. 5.3.

[Tonp3oBatens 00s3aH ocymiecTBIATH cMeHy Kirroua
DIl He pexe, uem 1 pa3 B 15 mecsres.

6. BJOKHPOBKA YUETHOM 3ATIMCH U

KJIIOYA 311
B cmywae  Kommpomerammm — wimoua — bank
OCYLIECTBJIICT €ro OJOKUPOBKY HE IIO3/1HEe

cienyromero Pabouero ngusa. Co3gaHHEe HOBBIX
Kmroueit n peructpamus B Cucreme Kiment-bank
HOBOro snekTpoHHoro Kiroua ocymectBisercs B
MIOpSAKE, IPETYCMOTPEHHOM B CTaThe 3 BBHILIE.

Kiuenr  MoOXeT  ocymecTBUTb  OJIOKMPOBKY
neiictByromero Kmroua OI1 onHuM M3 ciexyromum

CIIOCO0OB:

(a) myTrem mpencTaBieHMs 3asABKH, IOIIHMCAaHHOU
YHONHOMOYEHHBIM JIMLIOM, B 3JIEKTPOHHOM

Bujge uyepes Cucremy Kiment-bank wim,
MO CAaHHOW YCHJICHHON KBaI(pULIUPOBAHHOM
3JEKTPOHHON  MOJMHUCHIO, 4Yepe3
UIEKTPOHHOTO JIOKYMEHT0000poTa

KonTtyp./Inamok ninu nHyto Mog00HYI0 CUCTEMY,

CUCTEMY

5.3.

54.

5.5.

5.6.

5.7.

6.1.

6.2.

the participant of RBS and sends the Key Protocol
to the Bank in order described in cl. 3.4 of the
Rules. A new electronic Key is registered in the
Client-Bank System in accordance with the article
3 above.

If the Electronic Storage Device is broken/lost, a
new Electronic Storage Device is provided by the
Bank according to the request.

In case of replacement of the Electronic Storage
Device at the initiative of the Bank the Electronic
Storage Device to be replaced are handed over in
order described by cl. 3.2 of the Rules.

A new/replaced Electronic Storage Device is
provided in accordance with clause 3.2.

Creation of the new Keys and subsequent
registration of these electronic Keys by the Bank
shall be made in accordance with clauses 3.3. and
3.4. If the Electronic Storage Device is lost the
Client shall receive in advance a new Electronic
Storage Device in the Bank according to the
procedure, prescribed in clause 5.3.

The User is obliged to replace the ES Keys not less
than once per 15 months.

6. BLOCKING USER ACCOUNT AND ES
KEY

In case of the Key compromise the Bank shall block
it not later than the next Business day. Generation
of the new Keys and registration of a new electronic
Key in the Client-Bank System shall be performed
in accordance with article 3 above.

The Client can block the current ES Keys by one of
the following methods:

(a) by sending a request signed by an Authorized
person in electronic form through the Client-
Bank System or signed with a encrypted
qualified electronic signature via electronic
documents flow system Kontur.Diadok or
other analogue system which has option of

10
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TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

HAMEIOIIYIO BO3MOXKHOCTD oOmeHa
3JIEKTPOHHBIMU JIOKYMEHTaMH TOCPEICTBAMU
poymunra c¢ cucremoit Kontyp.[Auanok, win Ha
OymMa)kHOM HocuTelle — B OTHomeHuu Kiroua

OI1 mo6oro Iloas3oBaTens;

3aBKH € ajpeca

Ilonp30Barens,

(b) myrem
3JIEKTPOHHOMN
ykazanHoro B CII, Ha azgpec >1eKTPOHHOM
noutsl banka, ykasausslif B 11. 7.1 Jlorosopa, —
B otHomeHuu Kitoua Ol rakoro [lons3oBares.

HaIpaBJICHU A
IIOYThI

roaming with Kontur.Diadok system, or on
paper — in relation to the ES Key of any User;

(b) by sending a request from the User's e-mail
address specified in the List of Users to the
Bank's e-mail address specified in clause 7.1
of the Agreement - in relation to the ES Key
of such User.

6.3.  Hocutenp O10KUpyeTCss aBTOMAaTUYECKH MpH S5 (TIATH) 6.3. The Electronic storage device is blocked

TOJIPsi/ MOMBITKAX HEeKOppeKTHOro Beona [1MHa. automatically if the PIN is incorrectly entered for 5
(five) consecutive times.

6.4. VYuernas 3anuch llonb3oBarens B Cucteme Kinent- 6.4. The User account in the Client-Bank System can be
Bank MoxeT ObITh 320JIOKHpOBaHa: blocked by:

(a) bankom — npu KoMmpomeTaiuu Kinto4a, a Takxke (a) The Bank —upon the Key compromise as well
B ciydae HempenctasieHus — Kinuentom as in case the Client fails to provide
JOKYMEHTOB M uH(popmanuu o Ilonb3oBarerne, documents and information about the User as
MPEAYCMOTPEHHBIX B 11 2.6, specified in clause 2.6 hereof;

(b) Cucremoit Knuent-bank — apromMmaTnyecku: (b) The Client-Bank System — automatically:

i mpu 3  (Tpex) mOApSN  IONBITKAax i. if the Password is incorrectly entered for
HeKoppeKkTHoro BBoAa [laposst, nim 3 (three) consecutive times, or

il. mpu oTCYyTCTBHHM akTHBHOCTH Ilonb3oBarens ii. upon absence of activity of the User
B Teuenue 90 (meBsSHOCTA) KalCHIAPHBIX within 90 (ninety) calendar days;
JTHEH;

(c) Tlomp3oBaTenem — B OTHOLIEHUH CBOEH yUETHOM (c) The User — with respect to its own user
3aIMCH, Ha OCHOBAHUH 3asIBKH; account based on the request;

(d) YrmonHOMOYEHHBIM JIMIIOM — B OTHOIICHHH (d) The Authorized person — with respect to any
mo0bix [Tonb3oBarteneii, HA OCHOBAaHUH 3asIBKH. User in accordance with the request.

7. 3AMEHA ITAPOJISI U TIMHA 7. CHANGE OF PASSWORD AND PIN

7.1. Jna  BoccraHoBieHnuss  3ad0biroro  Ilapons 7.1. To restore the forgotten Password the User shall
[Tonp3oBaTen0 HEOOXOAUMO OOpaTHTHCS B BaHK, apply to the Bank by sending request via e-mail
HaIpaBHB 3asBKY 110 JICKTPOHHOW MOYTE C ajpeca from User’s address provided in the List of Users to
Ilone3zoBaTtens, yxasanHoro B CII, Ha agpec the Bank’s e-mail address mentioned in cl. 7.1 of the
3IEeKTpOHHON mouThl baHka, ykasaHHblf B m. 7.1. Agreement.

Jorosopa.

7.2. B cnyuae ecnu [Tonp3oBatens umeeT BosMokHocTh 7.2, If the User can login to the Client-Bank System, the
Bxona B Cucremy Kimenr-bank, oH Moxer Password can be changed by User independently in
CaMOCTOATENIBHO OCYIIECTBUTH 3aMmeHy [lapoms c the Client-Bank System.

HCTIOIb30BAHIEM ¢dyHKIMOHATA Cucremsl
Knuent-bank.
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TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

7.3. B cnyuae 3abbiToro/3abmokupoBanHoro I[IMHa 7.3. If the PIN is forgotten/blocked the respective User

cootBeTcTBytolieMy Ilomp3oBarento  CHCTEMbI shall send a request to the Bank for lockout and re-
Kiuent-bank HeoOX0IUMO MpeaocTaBUTh B BaHk issue of the Electronic storage device. Upon receipt
3asBKY Ha OJIOKHPOBKY W nepeBblmyck Hocurens. of the request, the Bank ensures the impossibility of
IIpn mnonydyennn 3asBku bank oOecrmeunBaer using the User's Key and/or ES Key and also is
HEBO3MOXKHOCTh  HCIIONB30BAaHUS  IEKTPOHHBIX entitled to block the respective User Account until
Kitroueii [TonbzoBatens w/nnum DI, a Takke BripaBe the recall procedure is completed. If needed the User
3a0JIOKHPOBATh YYETHYIO 3aIUCh may provide the Bank with the Electronic storage
cootBeTcTBYtOUIero [Tonp3oBaTens 4O OKOHYAHHS device for unblocking. The User's Key and/or ES
npoiiecca MEPEBBINTYCKA. IIpu JKeJTaHUHU Key stored in the Electronic storage device and
ITonb3oBaTenp MOXKET HampaBUTh B baHk recalled based on the request is deemed invalid.
AMEFOLIUICS y HETro Hocwurens JUTSL Upon receipt of the unblocked Electronic storage
Pa30IOKUPOBKH. DJIEeKTPOHHBIH Kirou device, the User shall generate a new ES Key in
Ionb3oBatenst u/mnum Kirou OIl, xpaHumblii Ha accordance with the clause 3.3.
Hocurene, u 0TO3BaHHBIA Ha OCHOBAaHUH 3aSIBKH,
cuuTaeTcs HenelcTBUTeNbHBIM. [lpy nomydenun
pas6mokupoBanHoro Hocurens  Iloms3oBarens
MHHUIHATU3UPYET dbopmupoBanue HOBBIX
anexkTpoHHbIX Kitoueit cornacho m. 3.3.

7.4.  Bank npenocrasiser [Tonb3oBatento HoBelid [IMH 7.4, The Bank provides the User with a new PIN in the
B 3ale4yaTaHHOM  KOHBEpTe BMECTE  C sealed envelope together with the unblocked
pasonokupoBanHbiM  Hocutenem B TeuyeHue Electronic storage device within one Business day,
Pabouero mHs, CIEIyOIIEro 3a JaTOW MONTYyYCHHUs following the date of receipt of the Electronic
banxom Hocurens. storage device by the Bank.

7.5. Tlonb3oBaTenp MOXeT camocrosaTenbHO u3MeHuTh 7.5. The User can independently change its PIN at any
ceoii [IMH B mro0oe BpemMss € HOMOIIBIO time using the installed software for the Electronic
YCTaHOBJIEHHOI'O ITPOTrPaMMHOT'0 00ECTICUSHHUS ISt storage device.

Hocurens.
8. ®OPMUPOBAHMUE JJ] KJIUEHTA 8. CLIENT'S ED GENERATION

8.1. Ilpu dopmupoBanun 3J] c¢ wucnomszoBanuem 8.1 To generate an ED using the Embedded form the
Berpoennoro 6nanka KireHT 3anmomHsieT Bce moss Client fills out all the fields (details), provided for
(PEKBH3HTHI), TNPEIyCMOTPEHHbIE BCTpOCHHBIM by the Embedded form in accordance with the Law
0JIaHKOM B COOTBETCTBHH C 3aKOHOAATEILCTBOM H and requirements of the Bank. The Client's ED
TpeOOBaHUAMU Banka. e)i| Krnuenra, created using the Embedded form may be forwarded
TIOTOTOBJICHHBIE C HCIIOJIb30BaHNEM BcTpoeHHBIX to the Bank only if they contain correct details in the
0JIaHKOB, MOT'YT OBITH Iepeaansl B baHk TONBKO B fields marked as mandatory.
cllydae, €CclIM OHHM COJIepXaT KOPPEKTHbHIE
PEKBU3UTBl B  MONAX, OOS3aTEIbHBIX IS
3aMOTHECHUSL.

8.2.  Pacnopsikenus, BbIJIaHHbBIE Knuentom ¢ 82 Instructions issued by the Client using the
HCIOJIb30BaHUEM Berpoennoro OnaHka, Embedded form are deemed to be issued in the form
CUHTAIOTCS BBIIAHHBIMHU o bopme, provided for such Instructions by the respective
NpelyCMOTpEeHHON Juid  Takux PacnopsbkeHuit Agreement on bank services.

COOTBETCTBYIOIINM J[OrOBOPOM O OaHKOBCKUX
yciyrax.
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8.3. Bcerpoennbiii Omank Moxer He copepxkars 8.3  The Embedded form may omit a visual image of all
BU3YaJbHOI'O0 OTOOpPaXCHHS BCEX PEKBHU3HTOB, details, applications, instructions and information,
3asBJICHUM, HHCTPYKUMA W  WHPOpMAIIHH, provided for by the standard form, the use of which
MPEIYCMOTPEHHBIX ~ CTaHAApTHBIM  OJIaHKOM, is prescribed by the Agreement on bank services for
HCTIO0JIb30BAHUE KOTOPOTO Mpeanucado J[oropopom drafting the similar document in hard copy. The
o OaHKOBCKMX ychnyrax s odopmieHHs submission to the Bank of the Client's ED generated
AQHAJIOTMYHOTO  JIOKyMEHTa  Ha  OyMaKHOM using the Embedded form, means that all additional
Hocutene. Ilepemava B bBank D] Kinenra, details, applications, instructions and information,
oopmileHHOrO ¢ HCIOIB30BaHHEM BcTpoeHHOTro containing in the text of the standard form are
OylaHka, O3Ha4yaeT, YTO BCE JIOMOJHUTEIbHbIC properly provided to the Client by the Bank.
PEKBHU3HTHI, 3asIBIICHNS, HHCTPYKIHA u
nHdopmanys, coziepIKaIecs B TEKCTe
CTaHIapTHOro OyaHka, BEIIaHbl Kimenrom Banky
HaJIeXalM 00pa3oM.

8.4. bank ©He mnpunumaer k wucnomHenuto OJ] 84  The Bank shall not accept for execution an ED in a
cBobonHoro (opmara mpu Hamuumu B Cucrteme free form if the Client-Bank System has the
Kiuent-bank BcrtpoeHHoro OsiaHka sl 3TOTO respective Embedded form for such ED, except for
Buma DJI, 3a HUCKIIOYECHHEM CIydaeB, MPSIMO cases, expressly provided for by the Agreement on
MpeIyCMOTPeHHbIX J[OrOBOpOM © OaHKOBCKUX bank services, as well as due to technical
yclyrax, a TaKKe TEeXHHUYECKUX HEUCIPaBHOCTEH malfunctions of the Client-Bank System.

Cucrems! Knnent-bank.

8.5. TIIpu orcyrctBun B Cucreme Kiuenr-bank 8.5 If the Client-Bank System does not contain an
BcTpoeHHoro 61aHka it JOKYMEHTa KaKoro-i6o Embedded form for any document, the latter may be
BU/Ia, OH MOXeET ObITh C(HOPMHUPOBAH U OTIIPABIICH generated and sent to the Bank in a free form. An
B baHK ¢ ucnonp3zoBanueM cBOOOAHOrO GopmMaTta. ED in a free form shall be generated by the Client in
31 cBoboaHoro (opmara co3znaerca KnueHrom B the form of an official appeal containing a text
BHIEe O(HUIMANEHOTO OOpamIeHHs], COAEPKaIIeTo message to which a document may be enclosed if
TEKCTOBOE COOOINEHHE, K KOTOPOMY B cliydae needed.

HEOOXOJMMOCTH MOXKET OBITh MPUIIOKEH JTOKYMEHT
B BUJIC BJIOXXCHHOTO (paiina.

8.6. B ciyuae eciu [loroBopom o OankoBckux yciyrax 8.6 If the Agreement on bank services stipulates the use
MPEyCMOTPEHO UCIIOJIb30BAHHE OyaHKa of a sample form established by the Bank, but the
ycTaHOBJIEHHOro bankom o0pasiia, HO OTCYTCTBYeET Client-Bank System does not contain the respective
HEOOXOAMMBIM JUis 3TOro BcTpoeHHBIN OnaHK, Embedded form, the Client generates an ED in the
Kmuent ¢opmupyer O/ B BuAe oduUMaIbHOTO form of an official appeal with an enclosed file,
oOpallleHuss C BJIOKEHHBIM (haiyioM, MpU 3TOM where the file should contain the form, filled out by
cozepkanueM (Qaiia JOKEH SBISAThCS OJIAHK, the Client in accordance with the Agreement on
3anojHeHHbI KineHToM B COOTBETCTBHU C bank services.

TpeboBanusaMu JloroBopa 0 0aHKOBCKHX YCIIyrax.
9. ABTOPU3AIMSL, OTIIPABKA 2] 9. AUTHORISATION, SENDING OF THE
KJIMEHTA CLIENT'S ED

9.1. Amropusaumuss OJI Kimenra ocymectBiasercs 9.1. The Authorization of the Client's ED is performed

cootBeTcTBYIOIMME [loanucantamu. by the respective Signers.
13
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9.2. Tlommucanty HeoOxonumo yoenutbes B ycnemHom 9.2, The Signer needs to make sure that the
3aBEpIICHHH MPOLlecca ABTOPH3ALNH (H3MCHEHNUE Authorization process is completed successfully
craryca 9/1). (change of ED’ status).

9.3. bBanmk wu3Bemaer Kiwmenra o geidictBusiax B 9.3. The Bank notifies the Client on the actions with
OTHOLICHHH mocTynuBmux O/ mocpencrsoM respect to the received ED by assigning them the
HPACBOCHIA MM COOTBCTCTBYIOIINX  CTaTyCcOB, respective statuses, the list of which is as follows:
nepedYeHb KOTOPBIX IPUBEIECH Aaliee:

Crartycsl / Statuses

O:xupaet mognucanusi / | [Ipomexyrounsiii | D/1 co3nan u oxunaer noamucanus / The ED is created and waiting for the

Waiting for / Interim authorization

authorization

O:xupaet 2 moanuck / IIpomexyTounsiit | OJ1 HaXoAUTCA Ha MOAMHUCAHUY C YYETOM MPaBHUJ aBTOPU3ALUH C pa3/ielieHueEM

Waiting for 2 signature / Interim Ha rpynmsl [TogmucanTtos / ED is on authorization stage subject to
complicated authorization rules

B o6padoTtke / In IIpomexyrounsnii | 3J] nomyden bankom n Haxoxutcs B o6padotke / The ED has been received

process / Interim by the Bank and is being processed

Hcnonneno / Processed Wroroseiii / Final | B/1 (3a ucknrouennem D1 s BamtorHoro Konrposnst) ucnonaex bankowm /
The ED (except for ED for currency control) is processed by the Bank

Ornpasien B Bank / Hrorossiii / Final | 3]] cBobonHoro ¢popmara ornpasieH B bank / The ED message is sent to the

Sent to the Bank Bank

Ornpasien B Bank / Ipomexyrounsiit | O/ (3a uckmouennem /1 cBodoxHoro popmata) ornpasien B bank / The ED

Sent to the Bank / Interim (except for ED message) is sent to the Bank

O6padorano / Processed | Wrorossiii / Final | /1 cBoboxHOro popmara odpadoran bankom (Hanpasien oret) / The ED
message is processed by the Bank (response is provided)

IpunsTo / Accepted Hrorossiii / Final | 3]1 nns Bamorsoro Kontpoinst npunst bankom / The ED for currency control
is accepted by the Bank

He npunsito / Not Hrorossiii / Final | 3]1 nns Bamornoro Kontpoist ve npunst bankom / The ED for currency

accepted control is not accepted by the Bank

Orka3zano / Rejected HWrorossiii / Final | 3/ (3a uckmouennem /1 s BamorHoro Konrposns) orkasan bankom / The
ED (except for ED for currency control) is declined by the Bank

9.4. Momenrom BpyueHuss banky 3] Kumenta 9.5. The moment of delivery of the Clients' ED to the
CUHMTAETCS MOMEHT IpUCBOeHUS TakoMy D1 cTaryca Bank is the moment when status "In process" is
«B 06paboTkey. assigned to such ED.

9.5. OmeB 3O npomsBoaurcs Kimmentom ¢ 9.6. The Client can recall the ED using the free-format
ucnonszoBanueM JJI cBobogHOoro ¢opmara. bank ED. The Bank shall not be liable for non-execution
HE HECeT OTBETCTBEHHOCTH 32 HEUCIIOJHEHUE of the recall after the instruction contained in the
YKa3aHHOT'0 OT3bIBA [TOCJIE TOTO, KaK COJepIKaIieecs ED became irrevocable and final in accordance
B OJI mnopydeHue cTano OE30T3BIBHBIM U with the Law.

OKOHYaTEIbHBIM COOTBETCTBUU c
3aKOHOATENBCTBOM.
10. 91 BAHKA 10. ED OF THE BANK
10.1. [ns cBsasu ¢ Kinuentom bank moxer ucnons3oBath  10.1. To contact the Client the Bank may use an ED in a

3/1 B cBobomHOM hopmate(CoobieHus).

free form.
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10.2.

10.3.

11.2.

11.3.

11.4.

11.5.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

bank uepes Cucremy Knuent-bank nanpasiser
Knuenty JIOKYMEHTBI u nHopManuio,
NIPEyCMOTPEHHBIE COOTBETCTBYIOMMM JloroBopom
0 OaHKOBCKHUX YCIyTrax.

Mowmentom Bpyuenust Kmumenty DJ] banka
cunTaercs MoMeHT otnpasku D/ banka B Cucremy
Knuent-bank.

11. IIOPSAJOK PACCMOTPEHUA
KOH®JIMKTHBIX CUTY AL

B cootBerctBumn ¢ IlpaBmiamu paccmaTpuBaroTCs
KOH(QJIIUKTBHI,
nognuHHOoCcTH O/] KinenTa, cienyromumx THIIOB:

CBA3aHHBIC C OonpeaACICHUEM

(a) orka3 Knuenta ot hakra ormpaBku D/I;
(b) orka3 banka oT dakra mnomydeHus ]

Kiuenra.

Knuentr nanpaBnser B bank cooTBeTcTByOIUM
00pa3oM MOJIMCAaHHOE 3asBJICHHE C H3JI0KEHUEM
TIpeMeTa MpeTeH3un (nanee — 3asBICHNUE).

3asBiICHUE JOJDKHO CONCPIKATH:

(a) nammenoBanme Kimenra;

(b) xapaxTep npereH3uu;

(c) nmary, HoMep U  JApPYTHE€  PEKBU3MTHL,
MO3BOJISIIOIINE uACHTUHUIUPOBATH
ocriapuBaeMsIid J/1;

(d) wu3noXKEeHUe 00CTOATENBCTB, KOTOPHIE IPUBEIIH

K BO3HUKHOBCHHIO KOH(JIUKTHOM CUTYaIUH.

Jns  paccMOTpeHHs BO3HUKIICH KOHQIUKTHOM
CUTYaIlUM CO3JaeTCsi COTJAcCUTENbHAs KOMHCCHS
(manee — Kowmuccus). IlpencraBurensmMu B
Komuccun Moryt ObITH paBHOE KOJHYECTBO JIUIL,
Kak u3 yucya paborHukoB Knuenra u banka, Tak u
OpraHu3anuii, KOTOpble IPHBICKAIOTCS

Knuentom u bankom. Unenst Komuccuu uzdupaior

HHBIX
U3 CBOETO cocTaBa npezacenatens Komuccuu.
B cinyuae HeoOxomumoctn Kommuccueir moryr

IIPUBJICKATHCA OKCIICPTHI u
TEXHUYCCKUE CICHUAIUMCThI, B TOM 4YHUCIC U3

HE3aBHUCHUMBIC

OpraHu3alUKi-U3rOTOBUTENIEH MPOrpaMMHOIO

obecrieueHus ¢ COBCIIATCJIbHBIM IIPABOM I'0J10CA.

10.2.

10.3.

11.2.

11.3.

11.4.

11.5.

The Bank shall send to the Client via the Client-
Bank System documents and information according
to the Agreement on bank services.

The moment of delivery of a Bank’s ED to the
Client is considered the moment of sending the
Bank’s ED to the Client-Bank System.

11. CONFLICT RESOLUTION PROCEDURE

. In accordance with the Rules the following types of

conflicts related to the verification of the Client ED
shall be considered:

(a) The Client denies the fact of sending the ED;
(b) The Bank denies the fact of receipt of the
Client ED.

The Client shall send to the Bank a properly signed
statement describing the subject of the claim (the
Statement).

The Statement shall contain:

(a) The Client name;

(b) The nature of the claim;

(c) The date, number and other details enabling
to identify the disputed ED;

(d) The description of circumstances that resulted

to the conflict situation.

A conciliation commission shall be established for
consideration of the conflict situation (the
Commission). The Commission be
represented by an equal number of individuals, both
from among the employees of the Client and the
Bank, as well as other organizations that are
engaged by the Client and the Bank. The members
of the Commission shall elect a chairman of the
Commission among themselves.

may

Should a need arise the Commission may engage
independent experts and technical professionals
including those from the organizations that produce
the software, with the consultative right of vote.
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11.6.

11.7.

11.8.

TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

B xome paccmotpenus konguukra Kommuccueit
npoBepsieTcst KoppektHocTs Ol Ha crmoprom D/I.
TexHONMOTHYECKHE OIEepannuy, HEOOXOIUMBIE JUISA
nposepku D11 Ha D] Knuenra, ocyuiecTBisoTCs Ha
aBTOMAaTH3UPOBAaHHOM pabouem
HaxopseMcs Ha Tepputopun banka.

MecrTe,

TIpoBepka ocyiecTBIsICTCS B YETHIPE dTarna:

(a) Komwuccust popMupyeT MakeT MaTepHasoB,
HMMEIOLIUX OTHOLICHUE K IPEAMETY CIIOpa;

(b) Kommccus  mpoBepseT — NMPUHAIIECKHOCTH
Kmroueir Ilomp3oBareneit n  Kitoueit Ol
KinueHTa cOOTBETCTBYIOLINM NPENCTABUTEISAM
Knuenra;

(c) Kommccust mnposepser (akT MOAMHCAHUS
CIIOPHOT'O S)I| Knrouamu oI
COOTBETCTBYIOIUX IpeacTaBuTencit CTOpoH;

(d) Komuccust  roTOBHT — 3aKJIIOYCHHE 1O
pe3yibTaTaM pacCMOTPEHHS KOH(IMKTHOH
CUTYaINH.

Komuccun IIPEAOCTaBIIAIOTCA CIIeAYIOIIHE

MaTepHabl:

(a) cnopusblit D/1;

(b) cmucox Kioueit DIl
noanucansl D/1;

KOTOPbIMU ObLTH

(¢) Tporokonsr Kirouel, COOTBETCTBYOLIUE
Kmouam Ilonp3oBareneir u  Kirowam OI1
TpeJicTaBUTENeH

cnopubIit O/1;

CTOpOH,  HOAMHUCABLIUX

W/

(d) 3aBepeHHBIE  COOCTBEHHOPYYHBIMU
OJIEKTPOHHBIMU TNOAINNUCAMU HpellCTaBI/lTeJ]eﬁ
Knuenra IIpoToxonsl

KOTOpLIC

Kmroueri  Kinenra,

ObUIM  aKTyaJbHbl Ha MOMEHT
OTHpaBKku crnopHoro OJ[ M HMEIT caMylo

MO3JTHIOIO J1aTy.

B cpok, He npebimaronuid 30 (TpuauaTu) aHeH co
JIHS TTONTyueHUs 3asBISHUs, U HE MIpeBbIaomuii 60
(mecTumecsTH) THEH co JHS MONTydeHHsl 3asBICHUS
B cimydae ucronb3oBanusi Cucremsl Kiment-bank
JUIL OCYIIECTBJICHUS! TPAHCTPAHUYHOIO IEpeBoOa
JIEHEKHBIX Komuccus

CPEJICTB, [IPOBOJUT

paccMOTpeHHe  KOH(JIMKTHOH  CUTyauuu |

3aBeplLIaeT CBOIO paboTy NPUHATHEM DELICHHUs B

OTHOIICHUHN KOHq)HHKTHOﬁ CUTyalluld, KOTOpPOEC

11.6. In the course of the conflict consideration the

11.7.

11.8.

Commission verifies the correctness of the ES on
the disputed ED. The technological operations
required to verify ES on the Client's ED shall be
performed at the automated workplace located in
the Bank.

The verification shall be carried out in four stages:

(a) The Commission shall prepare a package of
documents with respect to the dispute subject;

(b) The Commission shall verify the ownership
of the Client's Users’ Keys and ES Keys to

the respective representatives of the Client;

(¢c) The Commission shall verify the fact of
signing of the disputed ED with the ES Keys
of the respective representatives of the

Parties;

(d) The Commission shall prepare an opinion on
the results of the consideration of the conflict

situation.
The following materials shall be submitted to the
Commission:
(a) The disputed ED;

(b) The list of the ES Keys, with which the ED
were signed;

(c) Key Protocols corresponding to the Users’
Keys and ES Keys of the representatives of
the Parties, that signed the disputed ED;

(d) The Client's Key Protocols certified by the

handwritten and/or electronic signatures of
the Client's representatives, that were valid at
the moment of sending the disputed ED and
have the latest date.

Within a period not exceeding 30 (thirty) days from
the day of Statement receipt and not exceeding 60
(sixty) days from the day of Statement receipt in
case Client-Bank System is used for cross-borders
monetary transactions, the Commission shall
consider the conflict situation and make a decision
on the conflict situation that is confirmed by a deed
outlining the nature of the conflict and determining
the guilty Party. The decision of the Commission is

16

HenictaytoT ¢ 12.03.2025



TIPABHIIA DJIEKTPOHHOIO JOKYMEHTOOEOPOTA C HCIIOJIB30BAHHEM CHCTEMBI “K/THEHT-FAHK”

MOATBEP)KAACTCd AaKTOM C M3JI0KEHHEM CYTH
KOH(QJIMKTa U OmpenesieHueM BUHOBHOI CTOPOHBI.
Pemennst Komucenu npuHUMaroTCst GONBIIMHCTBOM
ronocoB Bcex wieHoB Komuccuu. Ilpu paBHOM
pazaeneHuu

Komuccun sBnsieTcst peHIarOIIM.

T'OJIOCOB rojoc npeacenareisa

12. IEPEYEHb TEXHUYECKHUX
TPEBOBAHUI K PABOYEMY MECTY

taken by the majority of votes. In case of a tie of the
votes, the vote of the chairman of the Commission
shall be decisive.

12. LIST OF TECHNICAL REQUIREMENTS
TO WORKSTATION

12.1. VYcranaBmuBarorcs cieayrooimue TpeboBanus k 12.1. The following requirements for the Client's
Pa60quy MECTY Knuenra. Workstation are established.

12.2. Ha pabGounx cranuusx Cucrema Kiwment-bank 12.2. On workstations, the Client-Bank System should
JIOJDKHA paboTaTh B CIEAYIONMX MAPAMETPAX: operate in the following settings:

(a) OmepanoOHHBIE CHCTEMBI: (a) Operational systems:

i. Windows 10 (Aurnumiickas wnu Pycckas i. Windows 10 (English or Russian) and
BEpCHsI) U BBILIE. higher.

(b) Beb6 Opaysep: Microsoft Edge, Google (b) Web browsers: Microsoft Edge, Google
Chrome, Mozilla Firefox. Chrome, Mozilla Firefox.

(¢) Homonuurensroe I10: [Insa kpunrorpadum — (c) Additional software: For cryptography —
KpunrroI'OCT .Ilnarun Bep.20.7.22.0 u Beie, Kpunrol'OCT Ilmarun  ver.20.7.22.0  or
RuToken Plugin Bep.4.10 u Bbliie. higher, RuToken Plugin ver.4.10 or higher.

(d) Hoctyn x IP-agpecy 195.222.161.172, uepe3 (d) Access to the [P-address 195.222.161.172 via
nopt TCP 443: the TCP port 443:

12.3. MunumanbHas koH(pUrypanus pabouyell CTaHIINK: 12.3. The minimal configuration of the workstation:

Mognens / Model IMepconanbHblii kKoMnbioTep/ Personal computer

TIpoueccop / Processor Intel Core i3 unu ananor u Beiue / Intel Core i3 or analogue and higher

O3y /RAM 4 GB u Boie / 4GB and higher

Kecrxuit nuck / HDD CBobGoaublit 00beM skecTkoro aucka 1 I'6 u Bbime/ Free volume of HDD 1 GB and higher

Manunynsrop Tvna "mMeims" / Computer mouse

Monutop uBetHoit SVGA (mopnepkuBaemoe paspermenue 1280x720 u Beimie). PexomeHmyemblit
MaciTab pabotel web Opaysepa 100%. / Color display SVGA (with resolution 1280x720 and higher)
The recommended working scale of the web browser 100%

12.4. TlepconanbHblii ~ KOMIbBIOTEp, Ha  kotopoM 12.5. A personal computer on which the Client-Bank
ycranaBnuBaeTcs Cucrema Knnent-baHk, TomkeH System is installed, shall have access to the internet
UMETh JIOCTYIl B HHTEpPHET 4Yepe3 BBIACICHHBIIN via a dedicated channel or using a modem
KaHal WId C UCIOJb30BAHUEM MOJIEMHOTO connection through a provider.

COEIMHEeHUs uepes MpoBaiiiepa.

12.5. Bce ob6opynoBanue Knmenra momkxHo ObiTe B 12.6. All hardware of the Client shall be in good condition
WUCTIIPAaBHOM  COCTOSSHUM W HMETh  MOJHYIO and have complete technical specification.
TEXHUYECKYIO JOKYMEHTAIIHIO.
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