NPUNOXEHUE/SCHEDULE

YBegomneHue o pekoMeHAaauunAax no CHUWXeHUr
PUCKOB oOcCyLWleCTBNIeHNnsA nepeBoAa AEHEXHbIX
cpeacTe 6e3 cornacus KnueHTa.

YBaxaembli KnneHt!

Ob6pawaem Bawe BHMMaHMe Ha HeobXxooMMOCTb
CTpOroro co6noeHNs NePEeYUCIIEHHbIX B HacTosALWEM
OOKYMeHTe Mep npu OCYLUEeCTBMEHUN nepeBoAa
OeHexHbIX  cpeactB.  HeobxoauMmble  mepbl U
pekoMeHJaumm Ans MAHUMU3AUUKM  CYLLECTBYIOLLIMX
PUCKOB yKasaHbl B MpuraraemblX K HacTosiLiemy
yBegomnennio «PEKOMEHOALMAX no cHwxeHuto
pUCKOB  OCYLLECTBMEHUA  nepeBofda  [AEHEeXHbIX
cpeacTs 6e3 cornacus KnmeHTay.

B HacToswee BpemMsi NpoTMB KIMEHTOB Poccumnckux
6aHkoB, npoaorkalT OencTBoBarb
310YMbILLNEHHWKMN, KoTOpble BHeApSoT Ha
YCTPOWCTBA, MOOKMNIOYEHHbIE K ceTn WHTepHer,
BpegoHOCHOe nporpammHoe  obecneyeHue  (M10),
Nno3BonsioLee OCYLWECTBNSATb yAaneHHbI OOoCTyn 1
HeCaHKLIMOHNPOBaHHYIO oTnpasky danbLnBbIX
NnaTexHblX  AOKYMEHTOB,  W3MEHSA  PEKBU3UTHI
AOKYMEHTOB B MOMEHT nx nognucaHms
YNOMHOMOYEHHbIMU NMuamu. MNocne 3Toro MOLLEHHUKN
cTapalTCs BbIBECTU YCTPOWCTBO KIMEHTa U3 CTPOsi C
Luenblo  COKpbITUSt (hakTa CrnuMcaHus CcpeacTts  oT
KnmeHTa " obecneyeHus BO3MOXHOCTY
oBHanMuMBaHns NOXMLLEHHbIX CPEACTB.

BHegpeHne ykasaHHoro 3noBpegHoro O Ha
ycTponcTaa KIMMEeHTOB npon3soanTCs c
MCMOMb30BaHWEM BUPYCHbLIX NporpamMMm, MaccoBO
pacnpocTpaHseMblx B ceTu MHTepHeT uyepes
B3MOMaHHble CcaWTbl, couuasnbHble CeTu W apyrue
ceTeBble CEPBUCHI, 3MEKTPOHHYIO MOYTYy, CBOGOAHO
pacnpocTpaHsemoe IO wn np. Yepes cantbl
POCCUICKNUX U MEXAYHAPOAHbLIX couManbHbIX ceTen n
Yepes peknamHo-6aHHEpHbIe CeT pacnpocTpaHseTcs
Hanbornbllee KONMMYecTBO BPEAOHOCHLIX MporpaMm.
Mpy aTomM HOBble MOAMMMKALMN BUPYCOB, CUTHATYPbI
KOTOpPbIX elle He BKMIOYEeHbl B aHTUBUPYCHble 6asbl,
ycneLHo npeogonesaroT 3awuTy aHtusmnpycHoro M0O.
Ob6palwaem Bale BHMMaHWe Ha crnepylowme criydau

MOBLILLEHHOTO pWCKa TMpyU  MNEpPEBOAE  AEHEXHbIX
CpeAacTB:
. Mcnonb3oBaHne YCTPOWCTB,

npegHas3HayYeHHbIX ANns nepeBoaa AeHeXHbIX CPeacTB,
Ans goctyna vepes ceTb IHTEpHET B BUPYCO-ONacHble
pecypcbl, Takume Kak couuanbHble ceTu, apyrue
ceTeBble CepPBUCHI, BKIIOYAA NOYTOBbIE KITMEHTHI;

. Hannune Ha ycTponctse, npegHa3Ha4YeHHOM
Ans nepesBofda [EHEeXHbIX CpeacTB, BPEAOHOCHOro
MO, nporpamMM ypaneHHOro pAocTyna K pecypcam
ycTpoicTea nnbo ceoboaHo pacnpocTpaHsemoro MO;
. OTtcyTcTBYE Ha YCTpONCTBE,
npegHasHa4eHHOM AN nepeBofa  AEHEeXHbIX
cpencTs, nnéo HeperynsipHoe o6HoBnEHME
aHTUBMPYCHbIX 6a3;

. Mcnonb3oBaHue
cucTeMm,
CpeacTs;
. OTtcyTcTBYE

HeakTyarnbHbIX  BEpCUM
UCMonb3yemMblX ANA nepesBoda [OeHEeXHbIX

pe3epBHOro KONMMpoBaHUA

Notice on the recommendations for decrease of
risk of money transfer without the consent of the
client

Dear Client,

We would like to direct your attention to the
requirement to strictly observe the measures listed
hereunder during transfer of money. Necessary
measures and recommendations to minimize existing
risks are mentioned in document attached hereto -
"Recommendations for decrease of risk of money
transfer without the consent of the client ".

At the moment, intruders keep targeting clients of
Russian banks by installing malicious software on
devices connected to the Internet which allows them
to remotely access and send false payment
documents in unauthorised manner by changing
document details when authorised persons sign such
documents. Thereafter, fraudsters aim to disable
client's device in order to cover-up the fact of debiting
client's funds and to make sure stolen funds can be
cashed.

Installation of malicious software to clients' devices is
made through viral code massively distributed over
the Internet via compromised websites, social
networks and other network services, email, freeware,
etc. The most malicious software is distributed
through websites of Russian and international social
networks and through ad and banner networks. At the
same time, virus modifications, signatures of which
are not yet included into anti-virus databases,
successfully overcome anti-virus software protection.
Please note the following cases of money transfers
involves increased risks:

. Use for money transfer of a device, for
access to social networks and other network services
through Internet and virus threatening resources,
including email clients;

. Cases when malicious software and
programs for remote access to device resources or
freeware are installed on a device dedicated for
money transfers;

. Lack of or irregular updates of anti-virus

databases installed on the device dedicated for
money transfers;

. Use of an outdated version of the systems of
money transfers;

. Lack of information backups;

. Access to the device dedicated for money
transfers by unauthorised persons;

. Failure to ensure protective measures with
respect to cryptographic keys and password

information from copying and gaining possession by
unauthorised persons;

. Not taking measures to immediately block
and replace cryptographic keys, as well as to change
access passwords, if they are compromised;

. Storage of cryptographic keys of several
users, as well as the persons having the
cryptographic keys of the digital signature, on one
information carrier;



MHpopmaumy;

. JocTtyn K ycTpOMCTBY, UCNONb3yemMomy And
nepeeBofa [AEHEeXHbIX CPEeACTB, HEeYNOSHOMOYEHHbIX
iy,

. HeobecneveHne wmep, HanpasneHHbIX Ha
3aWwuTy Kpuntorpaduyeckux Krnwoven M naponbHom
MHGOPMaLMM  OT  KOMMPOBaHWA W 3aBnageHuns
HeynosTHOMOYEHHbIMU MLaMu;

. XpaHeHue kntoyen poctyna/ 3NeKTPOHHON
noanMcu HEeCKONMbKUX MONb3oBaTenen, a Takke nuu,
obnagarlmx KroYaMmu INeKTPOHHOW NOANWUCK, Ha
0AHOM HocuTene MHdopmaLmnu;

. HenpuHaTne  mep, HanpaeneHHbIX  Ha
He3aMmeanuTenbHylo GMOKMPOBKY W CMeEHYy Kroven
Aoctyna/ 9neKTPOHHOW MoamnuMcKu, a Takke CMeHy
naponev f4ocTyna B Cnyyasx ux KomMnpoMmeTauuu;

. MpenocTtaBnexHve nuuam N3MULLHNX
NONHOMOYUIA W/MANM nNpaB [OCTYNa, BbIXOAALWMX 3a
pamMKyM (OaKTU4EeCKN WUCMOMHAEMbIX AaHHBIMU nuLamu
YHKLMOHanNbHbIX 06513aHHOCTEN;

. XuuweHne HocuTenen uHdopmauumnm wu/vnu
06BEKTOB, UCMOMb3yeMbIX MNP NEPEBOAE AEHEXHbIX
CpeAcTB UMM HEeCaHKLMOHMPOBAHHOE KOMMpoBaHue
OaHHbIX;

. OTcyTCcTBME KOHTPONS M3NYeckoro gocTyna
K 06beKkTaM, NCMonb3yemMbiM Npu NepeBoaEe OEHEXHbIX
CpeacTs;

. HeperynsapHas
3MEKTPOHHbIX AOKYMEHTOB.

nposepka BXOAALLMX

[Ona  CHWXeHWs puUCKoB, B  4aCTHOCTM  pucka
MOLUEHHNYECTBa, HACTOSITENbHO pekoMeHayeM Bam
NPUHATL Heobxoaumble OopraH13aLMoHHO-
TEeXHUYeckue MeponpusaTMs no obecneyeHuo u
NMOCTOSAHHOMY KOHTPOIIO COCTOSIHUA GesonacHocTu u
YCMOBUI 3KCnnyaTauum KMMEHTCKMX paboumx MecT, a
TakKe COOTBETCTBYyKOLLEMY ODy4yeHUO U npoBepke
3HaHUNM nepcoHana. B cnyyae BHe3anHoro Bbixoga u3
CTpPOs YCTPOMCTBA, MCMOMNb3yeMoro Ans nepesoAa
OEHeXHbIX cpeacTB, HeO6X0ANMO CPOYHO 3anpoCcuTh B
6aHKe BbINUCKY MO CYeTY AN NPOBEPKN NErMTUMHOCTMU
BCEX CMUCaHWUN.

PEKOMEHOALIUU no cHMXXeHUo pUCKoB
ocylecTBNEHUA NepeBoaa AeHEXHbIX CPeacTB
06e3 cornacus KnueHta

1. Mepbl WHPOPMaLMOHHON Ge3onacHOCTU
OCYLLIeCTBNEHUN NePeBOAA AEHEXHbIX CPEACTB.
1.1. Tlpn ocywecTBneHMn nepeBoa [OEHEXHbIX
cpeacTB HeobXxoaMMO criegoBaTh JKCMyaTauyoOHHON
OOKYMEHTaUMM Ha  MCMOMb3yeMble  3MNEKTPOHHbIE
cpeacTtBa nnatexa, a Tawkwke AUCTpUBYTMBOB,
nepefjaHHblX B paMKax  ycTaHOBKW/OBGHOBNEeHus
3MNEKTPOHHbIX CPEACTB NnaTtexa.

1.2. PekomeHayem Bam KoOHTponupoBaTb Hanuuune
akTyanbHomn Bepcum 3KcnnyaTaunoHHON
AOKYMEHTaLMmN U BbINOSIHEHNE €€ NOMOXEHUN.

1.3. Anga peanusaumm BO3MOXHOCTU BOCCTaHOBEHUS
PYHKLUMOHMPOBAHNSA OBBEKTOB, WCMONbL3yeMbIX Mpu
OCYLLEeCTBNEHUN nepeBoda [OEHEXHbIX CpeacTB, B
cnyyasx cboeB u (4nu) oTkazoB B paboTe,
pekomeHayem Bam  ocywecTBnATe  pe3epBHOe
KOnMpoBaHne nHopMaLun.

npu

. Providing to persons excessive
authorizations and/or access rights, which are out of
the scope of the actual functional responsibilities of
such persons;

. Theft of information carriers objects used
during money transfers, or unauthorised data copying;
. Lack of control over physical access to
objects used during money transfers;

. Irregular inspection of incoming electronic
documents.

In order to mitigate risks, and in particular fraud risks,
we strongly recommend to take necessary
administrative and technical measures with respect to
ensuring and continuously controlling security status
and operating conditions of client's work stations, as
well as those related to respective training and skill
testing of personnel. In case of an unexpected break-
down of a device used for money transfers it is
required to immediately request an account statement
from the bank to check whether or not all debiting
transactions are legitimate.

Recommendations for decrease of risk of money
transfer without the consent of the client

1. Information Security Measures during money
transfers

1.1. During money transfers, it is required to follow
operating manuals theretofore the used electronic
means of payment, as well as installation packages
provided upon installation/update of the electronic
means of payment.

1.2. We recommend you keep under control the
availability of an up-to-date version of operating
manuals and the compliance with the provisions
thereof.

1.3. In order to enable recovery of objects used for the
money transfers after failures and (or) breakdowns,
we recommend to perform information backups.

1.4 We recommend segregate the roles for
preparation and signing/sending the money transfers



1.4 PekomeHOyeMm OCyLeCTBNATb pasrpaHnyeHune
poner no copMMpoBaHUIO M MoANUCaHWIO/OTNpaBke
nepeBOAOB AEHEXHbIX CPeAcTB, a Takke ponen no
OpPMUPOBAHNIO N MOATBEPXKAEHUIO BO30OHOBMEHMSA

WCMONHEHNs MNepeBOAOB [OEHEXHbIX CpPeacTB B
cryyasix MPUOCTAHOBMEHWUSI  OMepauuin  cnncaHusi
BaHkom  nmpM  MX  COOTBETCTBUM  Mpu3HaKam

OCyLLleCTBNEHNss nepeBofa [AeHexHbIX cpeacTsB 6e3
cornacus Knuexra.

2. Mepbl WHMOPMaUMOHHOW Ge3onacHoCTU  npu
ocyLLecTBNeHnn JgocTyna K obbekTam, MCnonb3yembiM
Ans OCYLIEeCTBMEHNS NepeBoAa AeHEXHbIX CPeACTB:
Ona 3awutbl OT HeCaHKUMOHMPOBAHHOrO AoCTyna
(HCO) v HepernameHTMpoBaHHOro pgoctyna (HPO)
pekomeHayem Bam:

2.1. OcywecTBNATb perncrpauno nuu, obnagarowmx
npaBamy JocTyna K obbeKkTtam MCnonb3yembiM Ons
OCYLLIeCTBNEHNSI MNepeBofa [AEHEXHbIX CpeacTs; Mo
ynpaBneHuio  Kpuntorpauyeckumy — knioyamu;  no
BO34ENCTBUIO Ha 00BbeKThI MHOPMaLIMOHHOM
MHOPACTPYKTYpbl. A Takke KOHTponupoBaTb U
perncTpupoBaTtb AENCTBUS UL, KOTOPbIM Ha3Ha4eHb!
OaHHble ponu.

2.2. OcywecTBNSATb pasrpaHWyYeHne MOSIHOMOYMIA B
COOTBETCTBUM C pekomeHpaumamu baHka; HasHavaTb
CBOMM COTpyAHUKaM MUHMManbHO Heobxooumble Ans
BbIMOMHEHUSA KX YHKUMOHanNbHbIX 06sA3aHHOCTEN
npas gocTyna.

2.3. KoHTponupoBaTb  wm3myeckui  JocTyn K
obbekTaM, uMCNonb3yemblM AN OCYLLEeCTBMEHUS
nepeBofa [EHEeXHbIX CpeacTs; npedoTBpaliaTh
cusunyeckoe BO3EencTBMeE Ha cpeacTsa
BbIYMCIIUTENBHOW  TEXHUKW;  MPUHUMATb  Mepsbl,
HanpaBrneHHble Ha npegoTBpalleHne  XWLeHust
HocuTenewn MHdOpMaLuK; KOHTpOnMpoBaTh
OTCYTCTBME Ha YCTPOMCTBaxX, MWCNOMb3yeMbiX ANs
OCYLLEeCTBNEHNs1 nepeBofa AEHEXHbIX CpeacTs,
NOCTOPOHHWX CPeAcTB (CcpeacTB, MpeaHasHaveHHbIX
ans HeCaHKLMOHNPOBaHHOMO nony4eHus
MHpopmaLmm).

3. Mepbl no 3awmTe oT BpeaoHocHoro MO:

3.1. Tllepen Hayanom oOcCyLleCTBNeHNs nepesoaa
OEHEXHbIX CcpeacTs, HeobxoanmMo npoBecTU
HacTponkn 6e3onacHOCTM YCTPOWCTBA, MPOBEPUTH
YCTPOMCTBO Ha oOTcyTcTBME BpedoHocHoro [10,
nporpamMmm  yganeHHoro goctyna  (TeamViewer,
BeTwin, RAdmin u gp.), nporpamm paboTbl C BUpYCO-
onacHbIMW pecypcamn n cepeucamm cetn VIHTepHeT,
BKI04As NOYTOBbIE KIUEHTbI.

3.2. Ha  ycTtponcrsax,
OCYLLeCTBNEHNSs nepeBofa AEHEeXHbIX CpeacTs,
OOMKHbI  ObITb  yCTAHOBMEHbI MOCfeAHWe nakeThbl
obHoBneHun  (Service Packs) K akTyanbHble
o6HoBneHna 6esonacHocTn OnepaunoHHon Cuctembl
(OC), 6a3bl aHTUBUPYCHOro MO, o6HOBMEHME KOTOPbIX
OOMKHO NPOBOAWUTLCS  PErynspHO, a nyywe B
aBTOMaTUYECKOM pexunme.

3.3. Y nonb3oBatenen B OC He [A0MKHO ObITb

ncnonb3dyemMbix ana

aAMWHUCTPATMBHbIX npaB u npaB Power User
(«OnbITHBIN NONb30BaTENbY).

3.4. Ons VCKITIOMEeHNS OLLUMBOYHBIX n
npegHamMmepeHHbIX OencTBum nonb3oBarens,
NPVBOASALUMX K CHMXKEHMIO 3aLULLEHHOCTU U puUcCKam
(UHAHCOBbLIX MOTEpb, HeobXogMMO CcpeacTBamu
NonuTUK ©e3onacHocTu oC nnm

creLmanuaMpoBaHHbIMIU cpegcTBaMu 3almtel ot HC[

as well as the roles for preparation and confirmation
of renewal of execution of the Instruction in case of
suspension of the operation if corresponding to
characteristics of execution of the transfer of funds
without Client’s consent.

2. Information Security Measures When Accessing
the objects used during the money transfers:

In order to protect against unauthorised access or
unrestricted access, we recommend to:

2.1. Register persons having access rights: to objects
used during the money transfers; to manage
cryptographic keys; to make an impact on information
infrastructure objects. As well as to control and
register actions of persons who have been assigned
with such roles.

2.2. To delineate responsibilities in line with Bank's
recommendations; to assign minimum essential
access rights to its employees required to perform
their functional responsibilities.

2.3. To control physical access objects used during
the money transfers; to prevent physical impact on
computing equipment; to take measures to prevent
theft of information carriers; to control that there are
no foreign matters objects used during the money
transfers (tools designed for unauthorized access to
information).

3. Measures for Malicious
Software:

3.1. Prior to money transfers execution it is required to
set up security in the course of its operation, to
examine the device used for money transfers for
presence of any malicious software, programs for
remote access to PC resources (TeamViewer,
BeTwin, RAdmin, etc.), programs that involve
communication with resources and services on the
Internet that are insecure in terms of viruses, including
email clients.

3.2. Devices used for money transfers must have the
latest Service Packs installed, as well as latest
security Operating System (OS) updates, anti-virus
software bases, that must be regularly updated, and
preferably in an automatic mode.

Protection Against

3.3. Device users shall have no administration or
power user rights within the OS.

3.4. In order to exclude any faulty or wilful actions that
result in decreasing protection level and lead to
financial loss risks, it is necessary to establish a
functionally closed environment for the user which will
allow it to run, and work with, authorised programs
exclusively, without access to file system and registry
of the OS. Such environment shall be established by
means of OS security policies or specialised
protective solutions for devices against unauthorised
access.

3.5. It is necessary to exclude cases when software
obtained from untrustworthy sources, unlicensed



obecneunTe ANsS  nonb3oBaTens  (YHKUMOHANbHO-
3aMKHYTYI0 Cpefy, NO3BOrSIOWY0 eMy 3anyckaTb U
paboTaTb TOMbLKO C pa3peLleHHbIMU Nporpammamu 6e3
nocTtyna k parnnosoin cucreme u peectpy OC.

3.5. HeobxogMmo  MCKNIOYATL  YCTAHOBKY  Ha
YCTPOWCTBO, WCMONb3yemMoe [Afsi  OCYLeCTBMEeHNs
nepesofa AeHexHbIX cpeactB MO, nonyyeHHoro u3
He3acnyxuBawLMx [OOBEPUS WUCTOYHWMKOB, a TaKkke
HenUUEH3NOHHOro U cBOBOAHO-pacnpoCTpaHsIeMoro
no.

3.6. He npuBnekate Ons agMUHUCTPUPOBAHUA 1
obcnyxumBaHusa yctponctB UT-nepcoHan Ha ycnoBmsix
npeoCcTaBreHusl eMy yaarneHHoro 4ocTyna.

3.7. OcywwecTBnaTb UNBLTPALMIO CETEBbIX MaKeToB

npv obmeHe MHopmaLmen mMexay
BbI4NCIIUTENBHBIMU ceTamu, B KOTOPbIX
pacnonaratTca 00 BbEKTHI WHOPMaLIMOHHOM

NHMPaCTPYKTYpbl, U ceTbio IHTepHeT.

4. Mepbl, HanpaBneHHble Ha 3alMTy OT KOMMPOBAHMUS
KIKOYEBOW 1 NaponbHON MHopMaLmm:

41. Knoun pgoctyna/  3MeKTPOHHOW  nognucu
pa3nuMyHbIX  nomb3oBaTenen, a TawkKke  nuu,
obrnagalwmnx  knYamu  goctyna/  3neKkTPOHHOM
nognucu, HeobXoAMMO XpaHWTb Ha  pPasnuyHbIX
BHELUHMX HocUTensx nHdopmauun. Cnegyet nsberatb
XpaHEHNs Ha O4HOM HocuTene WHgopMaumu Kroyen
poctyna 6onee 4yeM ogHoro nomnb3oBatens / nvua,
obnagaroLlero Krnvamm 3neKTPOHHOW NOANMCH.

4.2. Kntoun poctyna/ anekTpoHHOM noanucu wu
uHdopmauumio, HeoGXxoaumMyto ans poctyna
(noruHbl/naponn  goctyna), cregyet  XpaHuTb B

cneunarnbHbIX MECTaxX XpaHeHMs!.
4.3. Henb3s ocTaBnaTb HOCUTENW C  KhoYamm
noctyna/ 3nekTPOHHOW MOANUCK, NOAKMHOYEHHBIMU K
YCTPOWCTRY, nocne nognvcaHus nnaTeXxHbIX
[OKyMeHTOB. Hocutenu cekpeTHbIx krntoden I HyXHO

nogknioyatb K YCTPOWUCTBY TOMbKO B MOMEHT
nognucaHMs  OOKYMEHTOB,  rfocrne  nognucaHusi
HocMTenn  cpady  oOTkmoYate u ybupatb B
cneunansHoe MecTo XpaHeHus (cend, u T.m.).

4.4, Heobxogumo BbIMOMHATb
He3aMeanuTenbHylo GMOKMPOBKY W CMeEHYy Kroven
OOCTYNa/anekTpoHHONW MOANMUCK, a TakkKe CMeHy

naponer JocTtyna, B criyyasix MX KOMMpomeTauuu, a
TaKkke NO WCTEYEHUW CpoKa [OENCTBUSA KIKOYEN C
NepUoaNYHOCTbLIO, YCTAHOBMEHHOW [JOroBopamMu U
OOKyMeHTaumen.

4.5. Heobxoanmo 3ameHsiTb  knuM  gocrtynal/
3MIEKTPOHHON MOAMMCKM WM MaponuM [OoCTyna BO BCEX
CNny4asix YBOSIbHEHUSI WMU CMEHbl pyKoBOAWUTENeEn
IOPVANYECKOTO NLA, NOAMNMCLIBABLUMX PACMOPSHKEHNs
(ooBepeHHOCTN) O nNpenocTaBNEHUN  COTPYAHUKaM
opraHusaumu MOSTHOMOYMI noanucanHns an
3NEKTPOHHbIX JOKYMEHTOB.

4.6. Mpn obpaweHun ot umeHn baHka no
TenedoHy, 3NEKTPOHHOM noyte, 4eped SMS-
coobweHns nuy ¢ npocbbamy  CoobWNTL  unn
nepenatb kKoHUAEHUMaNbHy MHopMaLmio (Knuu,
naponu 1 np.) HW MpU Kakux OOCTOSTENbCTBax He
coobLwaTb faHHy MHopMaLMIo.

4.7. Heobxoaumo cobnoaaTtb TpeboBaHus
HoroBopa n npunoxeHnn kK Hemy, a Takke [Mpasun
nonb3oBaHua CK3W (mnokymeHT BxoguT B cCOCTaB
ONCTPUBYTUBA 3NEKTPOHHON CUCTEMBI).

5. Mepbl no
CcrnmcaHui:

KOHTPOIO  HEeCaHKLMOHUPOBAHHbLIX

software or freeware are installed to devices used for
money transfers.

3.6. No IT-staff shall be engaged for administering
and maintaining the devices subject to the condition to
provide remote access rights.

3.7. To perform filtering of network packages upon
information exchange between computer networks,
where information infrastructure objects are located,
and the Internet.

4. Measures to Protect Copying Key and Password
Information:

4.1. Cryptographic keys of different users, as well as
of the persons having the cryptographic keys of the
electronic signature, must be stored on separate
external information carriers. The storage on one
information carrier of cryptographic keys of more than
one user of the System / person having the
cryptographic keys of the electronic signature must be
avoided.

4.2. Cryptographic  keys and information
necessary for access (logins/access passwords) shall
be stored in special storage locations.

4.3. It is prohibited to leave any media with
cryptographic keys connected to device after signing
payment documents. Electronic signature secret key
media must be connected to device only at the time of
signing the documents, and after the documents are
signed, such media shall be immediately
disconnected and placed into special storage location
(safe deposits, etc.).

4.4. Cryptographic keys must be immediately
blocked and replaced, as well as the access
passwords if they are compromised, and also upon
their expiry according to the frequency as set forth in
contracts and documentation.

4.5. Cryptographic keys and access passwords
shall be replaced in all cases when managers of the
legal entity resign or are replaced, who sign
instructions (powers of attorney) to grant authority to
company's employees to sign electronic documents
with an electronic signature.

4.6. If any persons on behalf of the Bank request
provision or transmission of any confidential
information (keys, passwords, etc.) by phone, email or
text messages, in no event any such information shall
be provided.

4.7. It is required to comply with the provisions of
the Agreement and Appendices thereto, as well as
Instructions to Use CISS (the document is part of
electronic system installation package).

5. Measures to Control Unauthorised Debiting
Transactions:

5.1. It is necessary to regularly examine incoming
electronic documents in the electronic system. If no



5.1. CnegyeT perynspHo npoBepsATb BXOoAsLme
ANEKTPOHHbIE AOKYMEHTbI B 3MEKTPOHHON cucteme. B
criyqyae  OTCYTCTBUSI  PerynsipHbiX MnpoBepok Bel
MOXeTe He NpoYMTaTb yBEAOMIIEHNE O COBEPLUEHHbIX
nepeBofax [eHexXHbIX CPeAcTB W He oTcrneauTb
HEeCaHKUMOHMPOBaHHbIE OMepauuM B Crnyvyae uX

COBEpLUEHNS.
5.2. Heobxoanmo npoBOAUTb KOHTPOMb CYMM 1
nonyyatenen nnaTexHbIX [OKYMEHTOB B

MHOPMALIMOHHOM OKHE 3FIEKTPOHHOW CUCTEMbI MNpu
BbIXOAe Ha cBs3b ¢ baHKoM, a Takke KOHTponMpoBsaTb
KONMNYeCTBO M CYMMY OTNPaBIieHHbIX AOKYMEHTOB MO
nony4eHHbiM ot baHka KBUTaHUMAM.

5.3. CneayeT perynsipHO KOHTPONMpOBaTb COCTOSHNE
CBOMX CYETOB W He3aMeanuTenbHO MHMOPMUPOBATH
BaHk o6o BCEX noao3pUTEnbHBLIX h
HEeCaHKLMOHMPOBAHHbIX Onepauunsx B COOTBETCTBUM C
Horosopom. [pu ycTaHOBKe nopsaka perynspHoro
KOHTPONS pEeKkoMeHAyeM MpuvHUMaTb B pacyér, 4To
nepeBoAbl AEHEXHbIX CPeACTB, B OTHOLUEHWNE KOTOPbIX
HacTynuna 6e30T3bIBHOCTb MepeBoda [OEHEXHbIX
CpeacTs, He MOryT 6bITb MPUOCTaHOBMEHbI.

54. B cnyyae HeOoxmaaHHOro BbIXxoda M3 CTPOA
ycTponcTea, Nnbo nponagaHus Ha HEM NPOrpaMMHOro
obecneyeHuns, Heobxoanmo npekpaTuTb Ha
ycTponcTBe paboTy, OTKMIOYMB €ro OT BCEX BWAOB
ceTen, BKIOYasi foKarnbHYl KOPMOPaTUBHYKO CETb, U
MOOEMOB, CpPOYHO cBsA3aTbcs C bawkom ans
GNOKMPOBKM,  3anpocuTb  BBLINUCKY MO CYeTy
HenocpeacTBeHHo B baHke. [pyu  oBHapyxeHuu
HeCaHKLIMOHNPOBaHHbIX nnaTexHbIX onepauui
HanucaTb 3asBneHue B BaHk, a Takke obpaTuTbCs C
COOTBETCTBYIOLLUM 3asBMeHnemM B
npaBooOXpaHuTerNbHble opraHbl. PaboTocnocobHOCTb
NOBPEXAEHHOro YCTPOWCTBA He BOCCTaHaBNMBaTb A0
NpoBeAeHNst TEXHUYECKON IKCNepTU3bl.

5.5. [NosiBNneHne Ha akpaHe yCcTponcTBa BO BpeMs
OTCYTCTBMA COeAuHeHust Cc OGaHkoM coobLieHun,
NPOBOLIMPYIOLLMX Ha ycTaHoBMeHne Takoro
coeMHeHus, cBUaeTenbcTByeT o} Hanuuum
BPEAOHOCHOro Mo. B [aHHon cuTyauum
yCTaHOBMEHWEe COeAMHeHMs ¢ BGaHKoM  MoXeT
npMBECTM K OTnpaBke danbwmBoro AokymeHTa. [Mpu
NnosiBNIeHUn nogobHoro coobLleHns Heobxoanmo
NPOBECTM  KOHTPOMb  MMaTeXHbIX  [OKYMEHTOB,
Haxoasmxca B cTtatyce - «BbirpyxeH». [anee B
nobom cnyyae genctBoBaTb  cormacHo  n.5.2
HacToawen namAtkn. [loMHWUTE, 4TO peanbHble
coobueHnsi ot baHka MOryT ObITb NONyYeHbl TOMBKO B
pexume yCTaHOBIIEHHOTO COEANHEHMS.

6. Mepbl Nno nogaepXxaHuo YPOBHA MHPOPMALIMOHHOW
H6e3onacHocTu

Ons obecneyeHns BbICOKOIO YPOBHS
MHopMaLMOHHON 6e30MacHOCTM Mpu dKcnnyaTaumum
Cnctembl B Bawen opraHvMsaumm porkeH ObiTb
Ha3Ha4eH OTBETCTBEHHbIN, KOTOPbIN OCYLLECTBNSET:
6.1. [MOCTOSIHHBIN  KOHTpONb cobnioaeHnss mep
MHpopMaLMOHHON Ge30nacHOCTU, NpedyCMOTPEHHbIX
HacTosILLen NamMsaATKoN, AoKyMeHTauunen Ha Cuctemy u
CpeacTBa 3alumThl.

6.2. BobisiBneHue, yCTpaHeHune n
MH(OPMUPOBaHNE PYKOBOACTBA oOpraHusaumm 060
BCEX BbISIBMEHHbIX HapyLLEHNSIX.

6.3. KoHTponb yCTpaHeHusi BbISIBIIEHHbIX
HapyLLUEHWNA.
6.4. [okymeHTMpoBaHue pe3ynbTaToB

npoBeAeHHbIX paBoT 1 MPOBEPOK.

regular examinations are made, you might miss a
notice of transfers made, and fail to identify
unauthorised transactions if they take place.

5.2. Amounts and recipients of payment documents
must be controlled using the information window of
the electronic system when connecting to the Bank,
as well as the number and amount of documents sent
shall be controlled as aligned with the reports
received from the Bank.

5.3. It is required to regularly control account balance
and to immediately inform the Bank of any suspicious
or unauthorised transactions according to the
Agreement. When setting up a regular control
procedure, we recommend to consider that transfers
with respect to which irrevocability of funds is
applicable and has occurred, may not be suspended.

5.4. In case of an unexpected failure of a device, or
missing software thereon, it is required to stop
working on such device by unplugging it from any kind
of networks, including local computer network and
modems, and to immediately contact the Bank to
block the access, request an account statement
directly from the Bank. If any unauthorised payment
transactions are identified, it will be necessary to
submit an application to the Bank and to contact law
enforcement authorities with a respective application.
No damaged device shall be recovered prior to
performing a technical expert examination.

5.5. While there's no connection to the bank, if any
messages appear on the device screen encouraging
to install any such connection, it shall be the evidence
that some malicious software was installed on the
device. In such case, establishing a connection with
the bank may result in sending a false document. In
case of any such message, it is required to control all
payment documents having the status of "Uploaded".
And then, anyway to proceed acting according to
Clause 5.2. hereof. Please remember, that actual
messages from the Bank may be received only in the
established connection mode.

6. Measures to Maintain the Level of Information
Security

In order to maintain high level of information security
when operating the System, there must be a
responsible person appointed within your company
who is responsibilities shall include:

6.1. Continuous control over compliance with
information security measures set forth herein,
System documentation and protection tools.

6.2. Identification and elimination of all identified
violations and informing the company's management
thereof.

6.3. Control over elimination of the identified
violations.
6.4. Documenting results of works and



6.5. [MoBbIlWeHe ocBeAOMNEHHOCTN pPabOTHUKOB
B obnactn obecneveHuss 3awuTbl MHOPMaUMM MO
NOPSAKY NPUMEHEHNS OPraHU3aLMOHHbIX MeP 3aLUuThl
MHdOopMaLmny; no nopsaky NCNonb30BaHWA
TEeXHUYECKUX CPeacTB 3aLmTbl MHOPMaLIMN.

6.6. OpraHusaumio 1 npoBefeHne MeponpUsATUii
no ycunexHntoo 6Ge3onacHOCTM B COOTBETCTBUM C
MH(OPMALMOHHBIMU coobLLeHnAMH, KoTopble
HanpasnswTca  baHkOM  HenocpegcTBeHHO MO
3MEKTPOHHOW CUCTEME, MpuUraraloTca K BbINUCKE MO
cyeTy, odwuumanbHbIMM  NUCbMaMKu, a  Takke
nybnukytoTcsa Ha canTe baHka.

7. Mepbl MO CHUXEHWIO PUCKOB OCYLLECTBIEHNA
nepeeoAa AeHexHbIX cpeacTs 6e3 cornacus KnueHTa
npu pacyétax nnaTexHsbIM1 NopyyYeHUaIMu

Ona 3awuTbl OT MOLUEHHUYecTBa MpuU pacyérax
nnaTeXxHbIMY NOpPyYeHNSIMU HeO6X0AMMO:

7.1 HeyKkocHWTENbHO  BLINOMHATL  NpoLueaypsl
npegocTaBneHns B 6aHk NNaTéxHbIX n
YOOCTOBEPSIIOWMX ~ OOKYMEHTOB,  YCTaHOBIEHHbIX
BaHkom.

7.2 YuutbiBas MHOMOYUCIIEHHblIE cnyyam
MCMNOMNb30BaHNS  MOLUEHHUKaMM Tak HasblBaeMow
MHCanaepcKom MHdopMauuu, yCTaHOBUTb

OrPaHUYeHHbI  OOCTYN COTPYOHWKOB K pabote C
nNaTteXHbIMU  NMOPYyYEHUsMM M MHOpMaumMM O
BEAYLLMXCS U NNaHUPYEMbIX pacyéTax.

7.3 VckniounTb BO3MOXHOCTb HECAHKLMOHUPOBAHHOIO

OOCTYNn @ HEeynoNHOMOYEHHbIX Nl K  neyatu
opraHusauumn.
7.4 He ponyckatb dakToB nognucu

YNONTHOMOYEHHbLIMU fMLaMWN He3anoNHeHHbIX GraHKoB
nnaTexHbIX NOpyYeHUn BNpoK 1 nepegayvn nx TpeTbum
nvuam.

7.5 OcyuwecTtBnaTb
dopMUpoBaHuIo 7
nopy4yeHun.

pasrpaHuyeHmne
noanucaHuio

ponen no
NMaTeXHbIX

inspections performed.

6.5. Raising awareness of the employees with
respect to ensuring information protection in line with
the procedure for application of operational measures
to protect information, and in line with the procedure
for use of technical tools for information protection.
6.6. Arranging and implementing measures to
reinforce security in accordance with information
notices sent by the Bank directly through the
electronic system, attached to account statements,
official letters, and that are published on the Bank's
website.

7. Measures to decrease the risk of money transfer
without the consent of the client during the execution
of payment orders. To protect against the fraud during
the execution of payment orders it is required:

7.1 To strictly perform procedures of providing in bank
of the payment and certifying documents established
by Bank.

7.2 Considering numerous cases of use by swindlers
of the so-called insider information, to establish limited
access for employees to work with payment orders
and information on the conducted and planned
calculations.

7.3 To exclude a possibility of unauthorized access
and unauthorized persons for stamp of the
organization.

7.4 Not to allow the signature facts by the authorized
persons of the blank payment order forms and the
future transfers to third parties.

7.5 To perform differentiation of roles on forming and
signing of payment orders.



